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Zusammenfassung

Polynome haben eine Vielzahl an Anwendungen, wie zum Beispiel Interpola-
tion oder lokale Approximation von Funktionen. In dieser Arbeit beschrinken
wir uns auf univariate Polynome tiber endlichen Kérpern. Unser Beitrag ist
dabei dreierlei: Zuerst untersuchen wir Polynome hinsichtlich ihrer Nullstel-
len. Hier betrachten wir verschiedene Varianten, unter anderem die Gesamt-
zahl von (unterschiedlichen) Nullstellen oder jene mit bestimmten Vielfach-
heiten an bestimmten Stellen. Wir zihlen die Anzahl solcher Polynome und
betrachten die entsprechenden Zufallsvariablen bei uniformer Wahl der Poly-
nome. Ferner geben wir statistische Gréf3en wie den Erwartungswert und die
Varianz der Nullstellen an, sowie ihr asymptotisches Verhalten. Polynome fin-
den ebenfalls in der Kryptografie Anwendung. Wir verbessern zwei Arbeiten,
[BEF*23] und [ABEO24], die Shamir’s (polynomielles) Secret Sharing verwen-
den, um Hardwareschaltkreise gegen kombinierte physikalische Angriffe zu
schiitzen. Bei [BEF*23] verbessern wir eine obere Schranke der Wahrschein-
lichkeit, dass ein Angreifer nicht entdeckt wird, der Fehler in einen Schalt-
kreis fiigt. Wir argumentieren, dass unsere Schranke scharfist, unter der ver-
tretbaren Annahme, dass der Angreifer den Grad eines Faultpolynoms frei
wihlen kann. Zum Schluss prisentieren wir fiir den double-sharing Ansatz
in [ABEO24] zwei Methoden, die stets erkennen, ob ein Angreifer Fehler hin-
zuftigt. Dies verbessert vorherige Ergebnisse, die dies nur mit einer gewissen
Wahrscheinlichkeit detektieren. Uberdies stellen wir weitere Ansitze vor, die
jedoch fiir das Szenario in [ABEO24] nicht oder nur partiell verwendbar sind.
Néherhin funktionieren sie nur fiir bestimmte Schaltkreise oder kénnen nicht
fiir kombinierte Angriffe genutzt werden. Letzterem liegt zugrunde, dass kein
Schutz gegen passive Angreifer besteht.



Abstract

Polynomials have various applications, such as interpolation or local function
approximation. In this thesis, we consider univariate polynomials over finite
fields. Our contribution is threefold: Firstly, we investigate polynomials re-
garding their zeros. We analyze several variants, such as a certain number of
(distinct) zeros in total or zeros at specific positions and multiplicities. We
count the number of polynomials satisfying these constraints and also con-
sider the corresponding random variables when polynomials are sampled uni-
formly at random. Furthermore, we provide statistical properties such as the
average number and variance of such zeros in polynomials and their asymp-
totic behavior. Polynomials are also used in cryptography. We improve two
papers, [BEF*23] and [ABEO24], which employ Shamir’s (polynomial) secret
sharing to protect hardware circuits against combined physical attacks. In
[BEF*23], we improve an upper bound on the probability that an adversary can
fault a circuit without being detected. We argue that our bound is tight under
the reasonable assumption that an adversary can choose the degree of a fault
polynomial. Lastly, in [ABEO24], we present two methods that always detect
an adversary introducing faults into the computation in the double-sharing
setting. Moreover, we state further approaches, which, however, either only
work with specific circuits or cannot be used for combined attacks. The latter
is due to the lack of protection against passive adversaries.
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Preliminaries

In this chapter, we first provide some notation used throughout this thesis. Afterward,
we present definitions and concepts from different domains of mathematics, such as ab-
stract algebra and number theory.

We write “2” to denote that equality holds between the left and right sides by defini-
tion of one of the sides. We do not use “=” to define the meaning of a symbol or expres-
sion. We use “:=" instead.

As usual, we use blackboard bold symbols, such as R, Z, and P, to denote sets of
numbers, such as the sets of reals, integers, and primes. We stress that 0 & N, however,
0 € N,. To denote that a set S only includes numbers less than or equal to n, we write
S=". Similarly, we write $=" if S only includes numbers greater than or equal to n. The
closed interval [m, n] is assumed to be a subset of Z. If m = 1, we abbreviate [1, n] by [n].

Unless otherwise stated, we call integer sequences (a,) := (a,), = (a,)I, simply se-
quences, denoted by parentheses around the sequence terms a,. We refer to tuples com-
prising n elements as n-tuples. We adopt set-theoretic operations or relations to tuples
in a natural manner. Furthermore, 0" and 1" denote the n-tuples consisting of 0 and 1,
respectively. In the context of vectors, 0" and 1" denote the n x 1 column vectors com-
prising 0 and 1, respectively. Usually, ¢ denotes the cardinality of the finite field F, with
q elements, where ¢ is a prime power.

We use [-] to denote the Iverson bracket, which is 1 if the argument, i.e., logical ex-
pression, is true and O otherwise. For instance, [2 < 3] =1and [0 € N] = 0.

In a mathematical statement, such as a theorem or fact, a citation succeeding the
statement’s number means that this result is mentioned in said reference, and we did
not establish it ourselves. A citation at the beginning of a proof expresses that the entire
proof, its methodology, or parts originate from said reference, that is, we restated the
proof. In both cases, we usually mention the precise circumstances.

11 Algebra

In this section, we briefly discuss algebraic concepts that mainly regard ring theory, such
as units or ideals. We use R and F to denote a ring and field, respectively. We recall both
definitions:
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Definition 1.1 (Rings). Let R be a set with two associated binary operations + and -. We
callR := (R, +,-) aringif (R, +) is an Abelian group, (R, -) is a monoid, and distributivity
holds.

When the ring forms an Abelian group under multiplication, we refer to the ring as

a field.

Definition 1.2 (Fields). Let (R,+,-) be aring. We call F := (R, +,-) a field if (R, ) is an
Abelian group.

If the order of F, is prime, i.e., ifq € P, welet F, = Z/qZ denote the field of
integers modulo q.

Even if a ring is not a field, some elements v € R may be invertible. These elements
are also referred to as units.

Definition 1.3 (Units [Hie24]). Let R be a ring. An element v € R is called a unit if there
exists V' € R such that v’ = 1. We denote the subset of units by R* C R.

The “canonical” unit is the identity element 1 of (R, -), which is also called the unity.

The examples we give in this section mainly relate to polynomials because this thesis
focuses on polynomials. Thus, we define the ring of all polynomial functions with coeffi-
cients from F.

Definition 1.4 (Polynomial Rings over a Field [Hie24]). Let IF be a field. We denote by F[x]
the polynomial ring in one variable over F, whose elements we refer to as f such that we
write f (x) = ), fix* € F[x] withn € N, and with coefficients f; € F.

As an example of the set of units of a ring, we consider the polynomial ring F[x].

Example 1.5 ([Hie24]). Let F[x] be the polynomial ring over F. Then, F[x]* consists of all
units of the underlying field, i.e., F[x]* = F*, where we consider F C F[x] a subring.

The above example implies that only the “constant” polynomials of degree O are in-
vertible. It is justified to call degree-zero polynomials over a field" constants or elements
of the underlying field because we may interpret F as a subring in F[x] via the injective
mapping F — F[x], a —» a = ax° [Hie24].

The notion of prime elements is most prominently known due to prime numbers. Ac-
cording to Euclid’s lemma, a prime p that divides a product ab also divides a or b. Clearly,
this statement does not hold for arbitrary integers. For instance, 4 | 2 - 6 but neither 4 | 2
nor 4 | 6, where | denotes the divisibility relation between two integers a and b. Prime
elements can be considered in arbitrary (commutative) rings by using Euclid’s lemma as
the definition. A property similar to primality is irreducibility: An irreducible element v
can only be written as a product v = ab if a or b is a unit. More precisely, the difference
of an element being prime and being irreducible is as follows:

Definition 1.6 (Prime and Irreducible Elements [Hie24]). Let R be a commutative ring, such
as afield. Anelementv € R \ (R* U {0}) is called

!'This interpretation does not hold for arbitrary rings.
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- primeifforallx,y € R, itholds thatv | xyif, and onlyif, v | x orv | y.
— irreducible if v = xy with x,y € R implies thatx € R*ory € R*.

Every prime element is irreducible, but the converse does not generally hold [Hie24].
Fortunately, equivalence holds if R is a unique factorization domain (UFD), such as a field
[Hie24]. Thus, if we consider polynomial rings over fields, a polynomial is prime if, and
only if, it is irreducible, and we may use both terms interchangeably.

Fact1.7 ([Hie24]). The polynomial ring F[x] is a UFD.

UFDs are rings in which every element has a factorization that is unique up to, e.g.,
the ordering of terms. For instance, the fundamental theorem of arithmetic asserts that the
ring Z is a UFD, that is, all integers (except —1, 0, and 1) have a unique prime factor de-
composition. However, as Z is commutative, the ordering is per se ambiguous. For in-
stance, 6 can be written as 2 - 3 and 3 - 2. But, since both products represent the same
number, it is justified to disregard the ordering.

Definition 1.8 (Unique Factorization Domains [Hie24]). A domain R is called a unique factor-
ization domain (UFD) if everyv € R \ (R* U {0}) has a decompositionv = Hlmzl v; with

irreducible factors v,, ..., v,, € R that is unique up to reordering and multiplication by
units.

The “multiplication by units” part is usually omitted in the fundamental theorem of
arithmetic since it usually only regards positive integers, and the only positive unit of Z is
1. However, the part is required for polynomial rings, as shown by the following example:

Example1.9. Letf (x) = 2x*+2x+1 € F[x]. Then, f factorsas2(2+x) (4+x), where 2is
aunit,and 2+x and 4 +x are irreducible. In general, f can be factored asv(2+x)v' (4 +x)
forallv,v' € F.suchthatw' = 2,i.e., forall (v,v") € {(1,2),(2,1), (3,4),(4,3)}.

Fortunately, we can elude this annoyance by concentrating on monic polynomials, i.e.,
polynomials whose leading coefficient is 1.

Finally, we briefly mention ideals. They are subsets of a ring that are closed under
addition, closed under multiplication with any ring element, and contain 0.

Definition 1.10 (Ideals [Hie24]). Leta,b,v € Randlet R’ C Rsuchthata, b € R'. We call
R anideal (of R)ifOE R ,a+b R ,andav €R’.

For instance, 27, the set of even integers, is an ideal of Z. The ideal of a ring element
v € Ris the set comprising all elements that v divides.

Definition 1.11 (Generated Ideals [Hie24]). Let v € R. The ideal generated by v, denoted by
(v),equals (v) = {w' : v € R}.

For instance, the unitideal (1) generates the entire ring, i.e., (1) = R, because 1is the
unity of R.
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1.2 Number Theory

In this section, we present two number-theoretic concepts, which we use in Section 1.5
to count the number of irreducible polynomials. We first introduce the Mébius function.

Definition 1.12 (Mébius Function). The Mobius function pu: N — {—1,0, 1} is defined as

1 ifn=1
i(n) = 1 (=1)* ifnis the product of k distinct primes
0 else.

Examples1.13. p(1) =1, u(135) = u(3*-5) = 0, p(165) = pu(3-5-11) = (—-1)> = —1,and
M(2145) = u(3-5-11-13) = (-1)* = 1.

In Section 1.5, we state the number of irreducible polynomials over F[x] of a specific
degree. This function is not in a closed form but includes a sum. This sum iterates over
all pairs (a,b) such that ab = n for some n € N. Since ab = n implies that a and b
divide n, we can rewrite the sum Za,b:ub:nf(“' b) as Zd:d‘nf(d, n/d), or def(d' n/d) for
short. Here, f (-, -) denotes the argument of the sum, and d € N is simply an alternative
notation for a (or b). The divisor sum notationd | n is more commonly used, and it is easy
to see why both notations are equivalent: Since ab = n, b = n/ais a divisor of n and so is
a. Thus, a becomes d, and b = n/a becomes n/d.

Example1.14 ([Apo76]). Foralln € N, it holds that de u(d) = [[n=1].

1.3 Probability Theory

In this section, we recall and present some probability-theoretic concepts that we use
throughout this thesis. We usually denote random variables by X, Y, and calligraphic
upper-case letters. Recall that a random variable X: D — R is a mathematical function,
where D and R denote the domain and range, respectively. We also write range(X) to
denote the latter. Moreover, supp(X) C R, the support of X, comprises all values of X that
occur with positive probability. We refer to the expectation and variance of X as E[X] and
Var[X], respectively. Finally, we use s «s S to denote thats € S was sampled uniformly
at random from the set S.

We present three common discrete probability distributions, their expected value,
variance, and an example since we will encounter them in Chapter 3. We begin with the
geometric distribution, which models the number of tries before the first success occurs.

Definition1.15 (Ceometric Distribution). A random variable X follows the geometric distribu-
tion with parameter p € (0,1) if Pr[X = k] = [k € N, ] p(1 — p)¥. We write this as
X ~ Geo(p).

Intuitively, the probability Pr[X = k] gives the probability that the first success of
identical and independent trials occurs after k failures. We note that k occasionally, but
not in this thesis, denotes the total number of tries rather than the number of failures.
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Example1.16. Consider rolling a fair die and let X ~ Geo(1/6) be the number of rolls after
one first rolls a six. The probability that the first time happens directly after k = 5 rolls is
Pr(X =5]=1/6-(5/6)° = 6.7 %.

The mean and variance of X ~ Geo(p) are as follows:
Fact1.17. Let X ~ Geo(p). Then, E[X] = (1 —p)/pand Var[X] = (1 — p)/p*.
The next distribution that we consider is the binomial distribution.

Definition 1.18 (Binomial Distribution). A random variable X follows the binomial distribu-
tion with parametersn € Nyandp € (0,1) if Pr[X = k] = [k € N5"](})p"(1 — p)"*.
We write this as X ~ Bin(n, p).

Example 1.19. Consider rolling n = 10 fair dice and let X ~ Bin(n,1/6) be the number
of which show a six. Then, the probability that exactly k = 4 dice show a six is precisely
PriX = 4] = () (1/6)*(5/6)¢ ~ 5.4 %.

The mean and variance of X ~ Bin(n, p) are as follows:
Fact1.20. Let X ~ Bin(n,p). Then, E[X] = np and Var[X] = np(1 — p).

Finally, we consider the negative binomial distribution. This distribution can be seen
as a generalization of the geometric distribution because the latter gives the number of
tries before the first success occurs, and the former gives the number of tries before the

r'h one occurs.

Definition 1.21 (Negative Binomial Distribution). A random variable X follows the negative
binomial distribution with parametersr € N, and p € (0,1), denoted by X ~ NBin(r, p),
ifPr[X =n] = [n € N, J("Hp 1 —p)"

r—1
We remark that it is also common to consider » as the total number of trials rather
than the number of failures. We then had Pr[X = n] = (Zj)p’(l —p)" " forn € N,.

Example1.22. Consider rolling a fair die and let X ~ NBin(r,1/6) be the number of rolls
until one rolls a six for the r = 3rd time. The probability that this takes » = 10 rolls is
PriX =10] = (3)(1/6)*(5/6)” ~ 4.7 %.

The mean and variance of X ~ NBin(r, p) are as follows:
Fact1.23. Let X ~ NBin(r,p). Then, E[X] = r(1 — p) /p and Var[X] = r(1 — p) /p>*.

To measure the “difference” between two probability distributions, we use the statis-
tical distance, that is, half of the L' distance between both PMFs.

Definition 1.24 (Statistical Distance). Let X and Y be two random variables defined over a
finite domain D. The total variation distance A, also called statistical distance, between X and
YisdefinedasA(X,Y) =1/2 ZSED | Pr[X = s] — Pr[Y = s]|.

The statistical distance between X and Y is 0 if, and only if, the random variables have
the same probability distribution. We then write X L y. Givena sequence of random
variables (X),),cy, it may be that none of the terms X, have the same distribution as X;
however, it may be that the individual random variables approach X graduallyasn — oo.
We then say that (X,,), converges to X.
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Definition 1.25 (Convergence in Distribution). Let X be a random variable and (X,,),,c) be a
sequence of random variables such that the X, and X are defined over a domain D. Also,
let F and F, denote the CDF of X and X, respectively. The sequence (X,,) converges in dis-
tribution to X if lim,_  F,(k) = F(k) forallk € D.

1.4 Generating Functions

A generating function stores terms of an (infinite) sequence in its coefficients and can
thus be regarded as a “compact” representation of that sequence. Furthermore, it facili-
tates the derivation of properties of (mathematical) objects, such as moments of random
variables or the number of ways to partition a positive integer. We consider the following
introductory example about rolling an unfair die four times:

Example1.26. Assume one has an unfair die whose probability of showing an even num-
ber is twice that of an odd number. Thus, the probability of rolling any even number and
any odd number is 2/9 and 1/9, respectively. Let X: [6]* — [4,24] denote the random
variable giving the sum of the pips when rolling the die four times (independently). We
are interested in the PMF and the expectation of X. Generating functions allow us to
easily “list” the probabilities Pr[X = n] for all possible sums n = 4,...,n = 24 as fol-
lows: For each outcome o of rolling the die once, we create a monomial px°, where p is the
corresponding probability, and x is an indeterminate. Thus, we have

{lxl, %xz, l3c3, zx“, lxs, %xé} (1.1)
9 9 9 9 9 9

To “list” the PMF of X, we must determine the probabilities p, := Pr[X = n] in the set
{px*, psx®, ..., p,x**}. Observe that we begin with the fourth power and end with the
24 because we add exponents, i.e., individual outcomes. Thus, to determine, say, ps,
we can find all quadruples that sum to 5, namely, all four permutations of (1,1,1,2). The
probability of rolling each of the four sequences is (1/9)° - (2/9)' = 2/6561, therefore,
ps = 4-2/6561 = 8/6561.

Fortunately, there is an “automatic” way to compute the probabilities p, and all expo-
nents: We form the sum of all monomials corresponding to individual outcomes, that is,
of all elements in the set of Equation 1.1. We have s, (x) := 1/9x + 2/9x* + --- + 2/9x°.
Because individual rolls are independent and due to distributivity, we obtain the sum

s(x) = px* + -+ + p,,x** that corresponds to the sums by raising s(x) to the fourth
power:
1 2 NP1 8 28 16
s(x) = sf(x) = —x1+---+—x6) = b — + —xC + - —x
) 1) (9 9 6561 6561 6561 6561

We conclude that p, = 1/6561,p; = 8/656l,.... Further, we call s(x) = Zi; p,x" the
generating function of (p, )2 ,.

If we intend to extract an individual coefficient, i.e., probability p,, we could elim-
inate all monomials except p,x" and set x = 1since p,1” = p,. Since s is a polynomial
(in x), we can differentiate it n times and evaluate s (x) at x = 0. The former operation
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eliminates all terms below p,x" and the latter all terms above. Unfortunately, s™ (0) # p,
because differentiating polynomials not only decreases exponents but also multiplies the
coefficients by those. For instance, [4x’]" = 3 - 4x°>~! = 12x* # 4x*, where [-]" denotes
the first derivative. It becomes apparent that s™ (0) = p,(n(n — 1) ---1) = p,, - n!. Thus,
p, = s (0)/n!. For instance, p; = s (0)/5! = (320/2187) /5! = 8/6561.

Finally, we aim to determine the mean E[X]. Since E[X] = Zi‘; , Py, We can ex-
tract all 21 probabilities using the above derivative method and plug them in the sum,
ie., E[X] = Zi; n(s™ (0)/n!). There is, however, an easier way: To determine the
terms np,,, we can differentiate s once. Obviously, s'(x) = 4p,x°> + 5psx* + -+ + 24p,,x*.
To “eliminate” the variable parts 12, x*, ..., x**, we evaluate s’ at x = 1. Conveniently, s’ (1)
not only gives us the desired addends of ZT: , 'p, but the entire sum. We conclude that

24
4 40 128 44
EX]=) nmp,=5(1) = —P + —1"+ - + —1% = —.
%] n; Pr ) 6561 6561 2187 3

There are different types of generating functions, most prominently ordinary and ex-
ponential ones. In this thesis, however, we consider only generating functions of the for-
mer kind. For instance, s(x) from Example 1.26 is ordinary.

Definition 1.27 (Ordinary Generating Functions). Let (a,),cy, be a sequence. The ordinary
generating function of (a,) isA(z) = >.° a,z".

n=0

Evidently, ordinary generating functions are power series, where z is merely an indeter-
minate used as an iterator. Henceforth, we use z rather than x to distinguish generating
functions from the polynomials we examine in Chapter 3.

The generating function s(x) from Example 1.26 does not feature a “compact” repre-
sentation because it enumerates all members of (p,) explicitly and because different die
faces appear with different probabilities. A slightly more compact representation is

(14 2x + x% + 2x° + x* + 226°)*

s(x) =
) 6561

We present two sequences with compact generating functions below:

Example1.28. Leta, = 2" be the number of binary strings of length n. The corresponding
generating function is A(z) = ZZO:O 2"7" =1/(1 — 22).

Example 1.29 ([GKP94]). Let b, = F(n) be the n™ Fibonacci number. The corresponding
generating function is B(z) = Z;O:o Fn)z" =z/(1 —z —7%).

Certainly, A(z) = 1/(1 — 2z) and B(z) = z/(1 — z — z*) are more compact represen-
tations than (1,2, 4, 8,16, ...) and (0,1,1,2,3, ... ), respectively. However, they “hide” the
individual terms a, = 2" and b, = F(n).

Definition 1.30 (Coefficients of Generating Functions). Let (a,),en, be a sequence and A(z)
be its corresponding generating function. We denote by [z"]A(z) the coefficient of z” in
A(z),thatis, [z"]A(z) = a,.
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As already mentioned in Example 1.26, setting z = O eliminates all terms but a,.
Thus, to extract a, = [z"]A(z), we shift (a,) to the left until a, “becomes independent” of
z, that is, a, becomes a, = a,z° (or rather a, = a,z°).

Fact1.31([SSB*22]). LetA(z) bea generating function. Then, [z"]A"(z) = (n+1)[z""]A(z).

The above fact states that differentiation shifts terms to the left and multiplies them
by their initial index. In this thesis, we assume that the sum of a generating function
converges and that all necessary derivatives exist.

Theorem 1.32. Let (a,) be a sequence and A(z) the corresponding generating function. It holds
thata, = A™ (0) /n!.

Proof. LetA™(z) = )~ ,z" bethe generating function of the coefficients in A™. Thus,
a, = [2"]JA™ (z). We aim to show that a, = A™ (0)/n!. By applying Fact 1.31 recursively
n times, we obtain [z°]JA™ (z) = n![z"]A(z). Since [2"]A(z) = a,, we conclude that
A™M(©) £ G, = n! - a,. Finally, we can solve 4, = n! - a, for a, because the factorial

function n! has no zeros. |

Example1.33. Consider again the Fibonacci numbers from Example 1.29. To find F(3), we
calculate B®(0) = 6(z* + 62> + 4z + 2) /(2> + z — 1)*| _, = 12. Thus, F(3) = 12/3! = 2.

However, calculating the n™ derivative of an ordinary generating function, let alone
expressing the generating function in a closed form, often is non-trivial.

In Chapter 3, we count polynomials using generating functions, which we express as
products rather than the “usual” sums )" a,z". This approach closely resembles Euler
products. In 1737, Euler established the Euler product formula, which regards prime num-
bers and uses the fact that the prime factorization of integers is unique. Without going
too deeply into the details, he proved that:

Fact1.34 ([Apo76]). Foralls € N> itholdsthat ) ™ »n™ = HpE]P’(I —p )L

The sum )~ n~* is also known as Riemann’s zeta function. In the next paragraph, we
elaborate on why Fact 1.34 holds because this gives us insight into why we can express
generating functions as products. The following explanation, except the part referring to
Example 1.26, is from [Mur06].

Again, we stress that every integer n > 1 uniquely decomposes into a product of
primes n = [],_, pi' = 2%3% ..., where p; is the i prime, and ¢; is its multiplicity. We
recall thate, = Ofor almostalliholds for every n. In Example 1.26, at the beginning of this
section, we obtained the probability that the sum of four die rolls equals a specific total
number of pips. To this end, we multiplied the sums of possible pips. Consider the product
over all primes, where each factor consists of the sum of all multiplicities of that prime,
ie., HP Yot = (2°+2'+...)(3°+3"+...) ---. By expanding this infinite product, we
observe that each addend represents one distinct integer. For instance, 2°3°5° --- = 1and
2°3'5*7°11°13° --- = 15000. Since ) »n~* on the left-hand side considers every integer n,
it follows that 3 n~* = [T 3.2, p~**. Finally, the inner sum )_° p~* = Y~ (p~)*
simplifies to (1 — p~*) ! because it is a convergent geometric series (as p* > 1).
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Euler’s product formula demonstrates that products can be used to count the number
of ways to assemble the term z". We consider a further example regarding values of coins,
which can be (almost) directly adapted to count polynomials in Section 1.5 and Chapter 3.

Example1.35. Assume one has coins of values 1 ct, 2 ct, and 5 ct. The number of coins are
¢ =3,¢, =2,and ¢, = 4. We are interested in the number a, of different combinations
of coins whose combined value is n and aim to use generating functions to determine
it. We interpret each of the nine coins as an abstract object. However, since we are only
interested in their values, we can equate coins with the same value. To incorporate dif-
ferent quantities of one coin (since all ¢; > 1), we consider an enumerator of a fixed coin
of value i € {1,2,5}. The possible values of coin i, depending on its “multiplicity,” are
0,1,2i,.... The corresponding objects z°, 7, z%, ... represent the combined coins, where
the exponents represent their sums.

To find all sums that are expressible by combining the values of the coins available,
we expand the product of the three enumerators z°' + 2! + 221 + 2°1, 2% + 22 4+ 722 and
z%% + 71 + 22° + 2%° + z*°. The expanded product is 1z° + 12! + 22% + 22° + -+ + 12%° + 127,
For instance, there are two ways to obtain the sum 3: 1 + 1 + 1 and 1 + 2. We neglect the
ordering of coins just as in other commutative structures.

Now, we introduce the distinction between different editions of coins of the same value.
However, we assume that each edition occurs with equal frequency. For simplicity, we
assume that the values 1 ct, 2 ct, and 5 ct have e, = 1, e, = 2, and e; = 3 editions, each
with ¢;, ¢,, and ¢; coins. Hence, there are ) . cie; = 19 coins in total. Clearly, the value of
a coin is independent of its edition. Nevertheless, the sum 3 can now be formed in three
ways instead of two because we differentiate between editions, and the 2 ct coins have
two. Thus, the three ways are 1+ 1+ 1and 2 + 1 twice. To incorporate this distinction into
our generating function, we introduce each enumeration, i.e., factor, as often as there are
different editions. As each edition occurs with equal frequency, the product simplifies to

(Zo.1 47 21 23.1)61 (Zo.z + 7212 4 Zz.z)cz (Zo's 45 4 25 4 A5 Z4'5)C3
=120 + 1z + 322 + 32% + -+ + 325 4+ 270 4 77

G €
- 11 (2#)
i€{1,2,5} \k=0

We conclude that we can express the generating functionA(z) = )"~ a,z" = Z:::O a,z"

in terms of the product [, , 5, (>, zki)ei and that (a,)”-, = (1,1,3,3,...,3,1,1).

1.5 Polynomials

This section provides all the necessary information about polynomials to analyze zeros in
Chapter 3 and fault attacks in Chapters 4 and 5.

First and foremost, we draw attention to the difference between polynomials and poly-
nomial functions because, over finite fields, it can happen that “two different polynomials
represent the same function.” The following disambiguation is due to [Ogu08]. Roughly
speaking, polynomials are the tuples, vectors, or sequences of coefficients of polynomial
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functions. More precisely, polynomials (over a field F) are sequences (f;);en, such that
fp € Fand f, = 0 for almost all k. For each polynomial (f,), we can define a polynomial
functionf: F — F byletting f (x) = >~ fix" = Y7 fix*, wheren = max{k: f, # 0}
is the largest index of a non-zero coefficient. In particular, two polynomials are equal if,
and only if, they constitute the same coefficient vector. An intuitive notion of equality be-
tween (polynomial) functions is that they are equal if, and only if, they agree on all members
of their domain. More formally, two (polynomial) functionsf, g: F — F are equalif, and
onlyif, Vx € F. f(x) = g(x).

Certain fields, such as R, allow reconstructing the polynomial, i.e., coefficients, from
the polynomial function. However, in finite fields exist multiple functions that “generate”
the same coefficients, i.e., polynomial [Ogu08].

Example1.36. Let f(x) = x* + 1and g(x) = x + 1 be two polynomial functions over F,.
Then,f(0) = 0*+1=0+1=g(0)andf(1) = *+1=1+1 = g(1). However, the
underlying polynomials are (1,0,0,1,0, ... ) and (1,1,0, ... ), respectively.

Although two equal polynomial functions can have different underlying polynomials,
in this thesis, we define equality in terms of their polynomials. Thus, we treatf and g from
Example 1.36 as different functions.

Remark1.37 ([Hie24]). Polynomial functions in the form f (x) = )" fix* are, by definition,
described by the tuple of coefficients (f;)};_,. Hence, two polynomial functions are equal
if, and only if, all their coefficients are equal.

For the remainder of this thesis, we refer to polynomial functions as polynomials, e.g.,
we callf : x — x* 4+ x a polynomial. Besides, we allow the sequence of coefficients (f,);2,
to be truncated to (f;)}_, to omit the infinitely many zeros. We also write coef(f, k) to
denote the coefficient f, of f .

We usually group polynomials according to their degree n, the largest index of a non-
zero coefficient.

Definition 1.38 (Degree of a Polynomial). Let f € F[x] with f(x) = Zzzokak such that
f, # 0. The degree deg of f is defined as deg(f) = n. We define the degree of the zero
polynomial to be deg(0) = —oo.

For multivariate polynomials f (x,, ..., x,,) in m variables, we consider the total degree
over all terms, which equals the largest sum of all variables’ exponents. For instance, the
total degree of f (x;,x,) = x2x; + x7x, + xx% ismax{2 + 4,5+ 1,2 + 2} = 6.

Throughout this thesis, we are particularly interested in the zeros of polynomials.

Definition 1.39 (Zeros of a Polynomial). Let f € F[x] be a polynomial. We say thatv € F
is a zero of f if, and only if, f (v) = 0O, which is equivalent to (x — v) | f. The multiplicity
s € N, of the zero v (w.r.t. ) is the number of how often (x — v) can be factored out.

Zeros denote the positions where (polynomial) functions vanish, that is, where they
assume the value 0. However, since a zero can occur multiple times, we usually refer to
zeros as “the multiset of positions” and to the number of zeros as its cardinality. If we
only consider the positions v € F, we use the term distinct.

10—
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Example1.40. Letf(x) = (x —2)*(x —3)(x* +1) € F,[x]. Then, f has two distinct zeros,
viz.,x = 2and x = 3. Further, f has five zeros, four atx = 2 and one atx = 3.

We remark on the following fact about the limit of the number of zeros of a polyno-
mial:

Fact1.41([Hie24]). Letf # O be a univariate polynomial over a field. If deg(f) = n, then f
has at most » zeros.

If the polynomial is not univariate or not defined over a field, this upper bound does
not necessarily hold.

Counterexamples1.42. Let f (x;,x,) = x; — x, be a bivariate polynomial over F,. Then, f
has 3 > 1zeros since f (x;,x,) = Oif, and only if, x; = x,.

Let f (x) = 3x® + 3x* be a univariate polynomial over Z/6Z. It follows that f (x) = 0
forall 6 > 3elementsin Z/6Z.

When two polynomials are combined using addition or multiplication, the degrees
of the resulting polynomials behave as follows:

Fact1.43 ([Hie24]). Let f and g be two polynomials over a ring R. In that case, it holds
that deg(f + g) < max{deg(f), deg(g)} with equality if deg(f) # deg(gy). Moreover,

deg(fg) < deg(f) + deg(g) with equality if R is a UFD, such as a field.

Next, we group polynomials possessing a mutual property, e.g., the same degree,
into sets. Recall that ¢ is some prime power.

Definition 1.44 (Set of All Same-Degree Polynomials). Letn € N, U {—oo}. We denote by
P, , the set of all polynomials of degree n, i.e., B, , = {f : f € F [x] A deg(f) = n}. We
write P, ,, to denote the set of all polynomials of degree at most n. If q is evident from

the context, we simply write #, := 7, ;and P, := P, .

Since we define polynomials by their coefficients, we can quickly determine the car-
dinalities of #, and P_,.

Theorem 1.45. Forallqandn € N, thereare|P, | = (q — 1)q" polynomials of degree n and
P, q| = q"*" polynomials of degree at most n, respectively.

Proof. We count the number of different tuples of coefficients (f;)}_, because we can
specify every polynomial f € %, , by its coefficients (f,);_,asf(x) = Y. fixk. Forallf,
withk € [0,n—1], thereare|F | = q possible values per coefficient because f, € F,. The
leading coefficient f, must not be O because deg(f ) is assumed to be n. Thus, there are only
|F, \ {0}| = ¢ —1possible values. We conclude that there are (¢ — 1)'¢>" "' = (¢ —1)¢"
different (f,), i.e., polynomials of degree n. Recall that this equality particularly holds if
n = O since the degree of the zero polynomial is —co # 0.

It remains to determine the cardinality of 2., ,. We observe that ?_, . is the union
Pepy = P oy UU,_o By Inaddition, all sets B, , and B, ., where k # K, are disjoint
because polynomials must differ if their degrees do. We conclude that

|T£n,q| = {0} + Z'Tk/q| =1+ Z(q - I)qk =1+ (qu+1 —1) = qn+1. u
k=0 k=0

—11-



1 Preliminaries

For reasons of simplicity, we often consider “normalized” polynomials, that is, poly-
nomials whose leading coefficients are 1. Such monic polynomials will be helpful to our
analysis of zeros.

Definition 1.46 (Monic Polynomials). Letf € @, ,. We say that f is monic if, and only if, its
leading coefficientis1,i.e.,if f, = 1.

We stress that the zero polynomial is not monic. As above, we define the correspond-
ing set comprising all monic polynomials of the same degree.

Definition1.47 (Set of All Same-Degree Monic Polynomials). Letn € N,. We denote by M, ,
the set of all monic polynomials of degree n,i.e., M, . = {f : f € B, Af, =1}. Wewrite
M., 4 to denote the set of all monic polynomials of degree at most n. If q is evident from
the context, we simply write M, := M, , and M, := M, ,.

It is easy to see that M, , C B, , forallg > 2 because, for every f € M,, we can
replace the leading coefficient f, = 1 with any of the remaining q — 2 field elements to
obtain a non-monic polynomial of degree n. We establish the cardinalities of M, and M_,
similarly to Theorem 1.45.

Theorem 1.48. Forallqandn € N, thereare |M, | = q" monic polynomials of degree n and
|M,, | = (¢"" = 1)/(q — 1) monic polynomials of degree at most n, respectively.

Proof. Letf € M, . Asbefore, the n coefficients f,, ..., f,_; can assume arbitrary values
in F,. The leading coeflicient f,, however, must be f, = 1because f is monic. We conclude

that |, | = 1. glom=1 = ¢,
Since monic polynomials of different degrees k and k' differ, the sets M, ; and M, ,

are disjoint. Thus, |M_, | = Y. _|M, | =2, ¢ = (""" =1)/(q—1). |
We deduce that the ratio between the number of polynomials in P, and M, is g — 1.

Corollary1.49. Forallgandn € N, it holds that (¢ — 1|M, ;| = |B, -

Proof. Theorems 1.45 and 1.48 state that |, | = (9 — 1)q" and |M, | = ¢", respectively.
Since |M, ;| > 0, we deduce that |, ,|/|M, | = (9 —1). |

To “make” a polynomial f # O monic, one can simply divide f (x) by its leading coefhi-
cient f, . This process is somewhat “injective” in the sense that for every monic polynomial
f € M, and every non-zero leading coefficient f, € [, there is only one f € %, such

thatf ' f(x) = f (x). Thus, it is justified to say that f is converted into its monic form.

Theorem1.50. Letn € N,. Consider the following function mon, which converts polynomials
into their monic form:

mon: ?n,q — %,q, f(x) = kaxk '—)fn_l Zﬂxk :f(x)
k=0 k=0

The function mon is onto but not one-to-one unless ¢ = 2. More precisely, it is (q — 1)-to-one, i.e.,
all members of its image have exactly q¢ — 1 preimages.

12—
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Proof. We prove both properties individually.
Since the codomain is a subset of the domain and 17 € F,, it immediately follows

that mon is onto. To prove that mon is (¢ — 1)-to-one, fix anyf € M, and consider the
seto = 03 == {vf (x) : v € Fy} C B, which includes all polynomials with the same

monic form f. Obviously, o] = |F7| = ¢ — 1asall polynomials in ¢ differ in their leading

coefficient. Hence, f has at least ¢ — 1 preimages. Also, every f € P, that maps to f must
be in o because f, is invertible, i.e., v = f,*. Thus, f has at most ¢ — 1 preimages, and the

claim follows. ' [ |

As a third and final class of polynomials, we consider irreducible polynomials. They
become helpful when we count polynomials later. The relationship between irreducible
polynomials and polynomials is the same as between primes and integers. In fact, ir-
reducible polynomials are prime elements of F[x], according to Fact 1.7. The results in
Section 1.1 show that every polynomial f € F[x] \ (F[x]* U {0}) has a unique decom-
position into irreducible polynomials. The uniqueness is up to the ordering of terms and
multiplication of units. This highlights our focus on monic polynomials, for which the
latter part is no longer required.

Definition 1.51 (Set of All Monic Irreducible Same-Degree Polynomials). Let n € N,. We
denote by J,, = {f : f € M, A fisirreducible } the set of all monic and irreducible

polynomials of degree n. If q is evident from the context, we simply write J,, := J, ..

We remark that J, = @ because P, = F[x]* consists of the units of F [x]. We already
know how many (monic) polynomials of degree n exist in F[x]. However, the number of
which are also irreducible is not apparent. Moreover, whether an irreducible polynomial
of degree n exists for all » > 1is uncertain.

Fact1.52 ([Chi09; IBS11]). Forallgand n € N, thereare I, , := |3, .| = ¢"/n Y., p(d)q"*
monicirreducible polynomials of degree n. If g is clear from the context, we write I, := I, ..
Moreover, J,, , # @, and if n is prime, the function simplifies to L,=(q"—q/n.

We omit the proof of Fact 1.52 because it requires specific number-theoretical back-
ground knowledge. Besides, we never use the actual number of monic irreducible poly-
nomials in this thesis except for the following: There are I, , = q linear monic irreducible
polynomials of degree 1. Thus, all |4 ,| = ¢ linear monic polynomials are irreducible.

For our analysis of zeros in Chapter 3, we consider the sequence’s generating func-
tion M (z) comprising the cardinalities of M, ,. From Theorem 1.48, it is apparent that
M(z) =)~ M, 2" =Y.~ q'7". Since (¢"z"), = ((q2)"), is a geometric sequence,
the generating function has the compact representation M (z) = 1/(1 — qz). Similar to
Example 1.35, we aim to express M (z) as a product since this helps us count polynomi-
als with certain zeros in Chapter 3. Although the product form of M (z) can be found in
several papers, e.g., [FGP96; Kno75; Pan04], we thoroughly elaborate on its derivation as
it can be modified to count further kinds of polynomials.

Theorem 1.53 ([Pan04]). Let M (z) := M, (z) denote the generating function of the sequence
(l%,qDZo:o' IthOZdS that%(Z) = Z:o:o qnzn — 1/(1 _ qz) — H:OZI(I _ Zn)_I"’q.

—13—
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Proof ([FGP96; Pan04]). We prove the theorem in three steps, with one step per equation:
Firstly, we show that M (z) = Z:’:O q"z". Then, we simplify the sum to 1/(1 — qz). Fi-
nally, we argue that [ | ~ (1 — z")~" equals the same sum. For the third step, we use the
approach from [Pan04] with additional explanations from [FGP96].

According to Theorem 1.48, M, ,| = ¢q" foralln € N,. Therefore, its generating
function is M (z) = Z:;O q'z" = Z:(’:O(qz)”, which is a geometric series. Hence, we
obtain the simplified form )" (qz)" = 1/(1 — qz). Strictly speaking, the sum only
converges if |qz| < 1. However, we recall that since we interpret z as an indeterminate,
i.e., formal variable, we avoid such convergence issues.

It remains to prove that )~ ¢"z" = []"_ (1 —2")~". To this end, we elaborated in
Section 1.4 on why we can express the sum over all integers as a product over all primes
in Euler’s product formula (Fact 1.34). The gist was that every integer can be uniquely
written as a product of primes, which is covered by one addend of the expanded prod-
uct. The same holds for (monic) polynomials, which we can uniquely write as the product
of irreducible polynomials. Recall Example 1.35, the coin example from Section 1.4. We
considered each coin as an abstract object and assigned it a value: the coin value. Now,
we consider polynomials, where a polynomial’s “value” is its degree because we count the
number of different polynomials of degree n. The number of coins was limited, whereas
each prime could occur arbitrarily often. The latter reflects the situation of polynomials.

Let ¥ = U,_, J;, be the family of all monic irreducible polynomials over F,. As be-
fore, we interpret each polynomial f € ¥ as an abstract? object, where f' represents
the i power of f. The formal sum f° + f* + f> + .- = Y. " f', hence, generates all
polynomials being a power of f. Observe that this sum is a geometric series, namely,
Y.ooff =1/(1 = f). We conclude that by forming the product [Ties 1/ = f) ofall
formal sums over all f € F, we generate all monic polynomials ().

Since we are interested in the value, i.e., degree, of each generated polynomial, we
consider the mapping f — z%¢®). From (1), it follows that

1 I
M(Z) =I—[1_szf];[r<1—zdg(f)> . (12)

fer

By definition, ¥ includes every monic irreducible polynomial of every degree n € N.
Thus, we separate the product in Equation 1.2 by degree and thereby replace deg(f) with
that degree:

[Ta-z=) =T ] (=== =[] [] a-". a3

fer n=l  fe¥ n=l  fef
deg(f)=n deg(f)=n
Since the argument of the inner product in Equation 1.3 only depends on the degree of f
but not f itself, we can simplify the inner product by repeatedly multiplying (1 — z") ! by
itself. Since the number of f € F of degree n is precisely I,, we obtain

M(z) = ﬁ f]; 1-2z)7"= ﬁ (1—z))" = ﬁ 1—zh.
deg(f)=n

2We abstain from introducing a different variable for the formal polynomial.

14—
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[e0) _ o0 _In .
We conclude that ), ~ ¢"z" = [] _ (1 —2")~", which completes the proof. [

1.6 Polynomial Secret Sharing

In Chapters 4 and 5, we use polynomials to protect the values of wires in circuits from
being read and manipulated by an adversary. The values are protected by secret sharing
schemes.

Polynomial secret sharing schemes provide a way to share a secret s among several
parties such that a certain minimum number of parties, say d + 1, is required to recover
the secret. Thus, as soon as at least d + 1 parties collaborate, they can recover the secret.
However, any constellation of at most d parties learns nothing about s by combining their
shares. In what follows, we will consider sharing schemes over a finite field F and refer
to the total number of parties by n € N. We denote the degree of the polynomial that
includes the secret by d. We also assume thatd < n < q.

In 1979, Shamir [Sha79] introduced secret sharing based on polynomials, which is
also known as Shamir’s secret sharing. His idea is to sample a random polynomialf € 2,
of degree at most d and to embed the secret by replacing the constant coefficient with it,
that is, f, = s. The polynomial f is then evaluated at »n specific and distinct positions
a, ..., u, € F\ {0}, where a; corresponds to party i’s position, i € [n]. For instance, the
canonical position is a; = i.

Definition 1.54 (Support Points and Nodes). Leti € [nr]. In the context of secret sharing,
we call the position a; € F \ {0} of party i his support point or node. We refer to the n-tuple
a := (a;)!, comprising all n distinct nodes as the tuple of support points or nodes.

We must exclude a; = 0 because f (0) = f, is precisely the secret.

Each party i is now given his share of the secret, which is the member of the function
graph of f ata;, namely, («;, f («;)). Since it is usually clear what node party i corresponds
to, we also treat his share as the function value f («;).

Definition1.55 (Shares). Let f € P, , and let a be an n-tuple of nodes. We call the value
F, := f (a;) the share of party i. Further, we refer to the n-tuple F := (F;)"_, = (f (&;))1, as
the n-sharing of f (w.r.t. a).

Shamir shows that any collection of at least d + 1 parties, i.e., shares, can recover
all coefficients of f, particularly f, = s. This can be seen by noticing that, given a share
. . ! . .
F. = f(a;), the linear equation Zzzofkocf = F, contains d + 1 unknowns, viz., f,, ..., f;.
Hence, d + 1 equations uniquely determine all coefficients, i.e., a polynomial of degree at
most d, because f is evaluated at distinct positions ;.

Fact1.56 ([SBO3]). Let 7t: [n] — [n] be a permutation and (Pn(i))f;rll be a (d + 1)-tuple
of shares at nodes &, ;, ..., & ; 4,1, Then, there exists a unique polynomial f € P, such

thatf(a, ) = Fy foralli € [d +1].

Using more than d + 1 shares, such as all », is possible. Although this resembles an
overdetermined system of equations, a unique solution still exists because the remaining
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n — d — 1 equations only provide redundant information. The process of determining a
polynomial from the points it “passes through” is called interpolation.

Shamir also shows that at most d shares cannot interpolate f. Moreover, the par-
tial information from these shares does not even reveal anything about f, = s (in an
information-theoretic sense): Since f (0) = f, = s, we can append this share to the other
d. According to Fact 1.56, these d + 1 shares uniquely determine a polynomial f € P_,.
Clearly, this works for every secret s € F. Furthermore, since the polynomial underlying
the d shares was sampled uniformly at random, each complementary share f(0) = v,
wherev € F, is equally likely [Sha79].

Fact1.57 ([Sha79]). Lets € F,letf «s Peay such that f, = s, and let F be the n-sharing
of f. Any subset F' C F of at least d + 1 shares uniquely determines f, hence, f, = s.
Moreover, for any o’ = (a}) C a with |a’| < d, the corresponding subset F” = (F') C F
of at most d shares is independent of s, i.e., Pr[f, = s] = Pr[f, = s | \.f(a}) = F/].

By now, it should be apparent that both the coefficients and shares of f are impor-
tant for secret sharing. Since F[x] forms a vector space, we can easily switch between
the coefficient view ()%, = (fo, ..., f;) and the sharing view (F))", = (f (&), ..., f(a,)).
Assuming that both tuples are row vectors, we can transform (f;); into (F;); using a ma-
trix V € F™@+D such that

Vo,o Vo,1 e Vo,d fo F 1
V. (f)T — (F)T PN VI,O Vl,l Vl,d ﬁ — FZ
i/ /1 . . :
Vn—l,O Vn—l,l Vn—l,d f;l Fn
Vo,o'ﬁ;"'vo,l'ﬁ""“'i'vo,d'ﬁl FI
- VI,O'.ﬁ)+VI,1'.ﬁ+'"+VI,d'ﬁ;l — Fz
Vn—I,O 'fo + Vn—l,l fl + ot Vn—l,d ﬁi Fn

Observe that matrix indices are zero-based. From the definition of polynomials in Re-
mark1.37, we conclude that V;; = a/_ . The matrix V is known as the Vandermonde matrix.

Definition 1.58 ([Inverse] Vandermonde Matrix). Let d,» € N and let a be an n-tuple of
shares. The Vandermonde matrix V; := V;(a) € F™ @D includes the j™® power of &, , in
itsentry V;;, thatis, V;; = oc]l:H. Ifd =n—1,thenV :=V,_, issquare, and we refer to the
entry V' asA; ;.

We implicitly assumed V to be invertible. Since the nodes in & are pairwise disjoint,
the well-known determinant det(V(«)) = ]—L.j>l.(1xj — ;) implies that V! exists.
Fact1.59. For all node tuples &« C F, the n x n Vandermonde matrix V(«) is invertible.

From the n-sharing F, it is possible to individually compute the k™ coefficient f, of f
using the k™ row of the inverse Vandermonde matrix asf, = " A;_; ,F;.

In many scenarios, it is desirable to alter s. This includes adding or multiplying it by
some value v € F or combining it with a secret from another sharing. In a way that re-
sembles homomorphic encryption, modifying s is indeed possible without having to reveal,
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alter, and then share it again. A framework that realizes the aforementioned function-
ality is due to Ben-Or, Goldwasser, and Wigderson [BGWS88] and is mainly used in the
context of secure multi-party computation (MPC).

In Chapters 4 and 5, we use polynomial secret sharing to protect wires in a circuit
against manipulation by an adversary by identifying the wire value with the secret. Thus,
ifthe adversary modifies, i.e., faults, a wire, he changes one share of the sharing F protect-
ing the actual wire value. If the degree of the polynomial f corresponding to the faulted
sharing is greater than d, the sharing is invalid, and otherwise remains valid. We call the
coefficients f,, ..., f; the lower-order coefficients of f and f;,,, f;,,, ... the higher-order ones.
The following observation states when a faulted sharing is invalid:

Observation1.60. Let F be an n-sharing of a polynomial f of degreed. If w € [n —d — 1]
shares change, the degree of the polynomial corresponding to this altered sharing is at
leastn — w.

This is because the difference sharing F, := F' — F includes exactly w shares that do
not vanish. Thus, exactly n — w shares are O, that is, F, has atleast n — w (distinct) zeros.
Accordingly, the corresponding polynomial is either the zero polynomial or its degree is
atleast n — w, according to Fact 1.41. The former, however, is not possible since F, # 0".
Since we assumed that w < n — d, the degrees of f and f, are distinct, and we conclude
that deg(f’) = max{deg(f),deg(fy)} = deg(fp) > n — w.

Arnold et al. [ABEO24] embed two secrets in one polynomial using the lowest and
highest coefficients. Embedding two secrets is optimal because placing a non-random
value on any intermediate coefficient can restrict the choice of possible polynomials re-
sulting from the corresponding sharing [pon13]. We mention that there are ways to em-
bed multiple secrets, notably more than two, in one polynomial. These schemes are called
packed secret sharing schemes and were introduced by Franklin and Yung [FY92]. The main
difference is that secrets are not embedded as coefficients but as function values. We
note that embedding multiple secrets in one polynomial, either using packed or conven-
tional secret sharing, changes the “hide-reconstruct gap”: Using a polynomial of degree d
in Shamir’s classical secret sharing guarantees that any constellation of at most d parties
learns nothing about the secret, nevertheless, d + 1 parties can reconstruct it. Thus, the
gapis (d +1) —d = 1. By embedding multiple, say, o, secrets, d + 1 parties still suffice to
reconstruct the secrets. However, it is only guaranteed that any constellation of at most
d — o +1parties learns nothing about the secrets. This gap of magnitude o (as opposed to
1)yields an increase of the degree from d to d + o — 1 if we insist on requiring d + 1 parties
to reconstruct the secrets. For instance, since Arnold et al. embed two secrets, they must
increment the degree by 1.
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Introduction

An important and “nice” class of functions are polynomial functions because their proper-
ties make them applicable to several areas inside and outside of mathematics. For in-
stance, they are continuous and infinitely often differentiable, i.e., smooth. They can be
used to (locally) approximate functions that are otherwise hard to evaluate, e.g., using
Taylor expansion. In particular, they are applicable to areas of discrete mathematics such
as cryptography and coding theory. There, polynomials are usually regarded from their
sharing view, that is, by the values the function assumes at specific nodes. That is because
the sharing view enables extracting properties such as the (minimal) number of distinct
zeros more easily. Recall that every polynomial of degree (at most) d — 1 is uniquely de-
termined by d distinct members of its function graph. Notice that it is possible to embed
information in the coefficients of polynomials. In coding theory, Reed—Solomon codes em-
bed up to d values in polynomials over a finite field F,. The corresponding codeword is
derived by evaluating the polynomial at n < ¢ nodes [RS60]. If k entries of the code-
word change, the degree of the altered polynomial is at least n — k, which is potentially
larger than d — 1. This enables error detection (and correction). For these codes, coeffi-
cients do not need to remain secret. The situation is different in the case of cryptography.
Shamir’s secret sharing [Sha79] embeds the secret in the constant term of a polynomial to
hide and split a secret value into multiple parts. Like Reed—Solomon codes, the polyno-
mial is evaluated at n < g nodes, where each party obtains one function value. Naturally,
the polynomial must not be evaluated at position O since this value is equal to the secret.
If the degree of the polynomial is d — 1, then d parties suffice to reconstruct the polyno-
mial and the secret. However, it can be shown that if the remaining d — 1 coefficients
are sampled uniformly at random, any constitution of at most d — 1 parties is not only
unable to reconstruct the entire polynomial but neither learns any information about the
secret. Thus, secret sharing is particularly suitable for applications requiring confiden-
tiality and tamper protection from individual parties. In this thesis, we employ secret
sharing to protect circuits against adversaries that try to learn and modify the values of
wires. Zeros provide a further link between a polynomial’s coefficients and function val-
ues. Although the number and positions of zeros are often not apparent from the coefhi-
cients, it was shown that the more consecutive coefficients a polynomial has, all of which
are O, the fewer distinct zeros it can have [Geil5; KW14]. Formulae exist to calculate all
zeros for polynomials over the reals (or complex numbers) and of degree at most 4. Never-
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theless, the Abel-Ruffini theorem states that no algebraic solutions exist to solve polynomial
equations involving powers greater than 4. Thus, computing the zeros of polynomials
specified by their coefficients becomes more complicated. A different approach is to fac-
torize the polynomial. Integers can be uniquely® decomposed into their prime factors. An
analogous result holds for polynomials over fields. They can be decomposed into a prod-
uct of irreducible polynomials. Observe thatv € F is a zero if, and only if, the linear,
irreducible factor x — v divides the polynomial. To determine the number of polynomials
of degree d with a zero at v, it is possible to divide the polynomial by x — v. Thus, it is suf-
ficient to count the number of different quotients. Generating functions are a handy tool to
enumerate (mathematical) objects, such as polynomials with specific properties. For in-
stance, in probability theory, they ease the computation of the PMF, mean, and variance
of random variables. However, compactly storing (structured) information, e.g., the Fi-
bonacci numbers, is also possible. We utilize generating functions to count polynomials
with specific zeros.

2.1 Contributions of This Thesis

This thesis contributes to three areas: zeros of univariate polynomials over finite fields
and improvements to two papers, [BEF*23] and [ABEO24].

Regarding the zeros of polynomials, we present (parts) of the results established in
[IM08] and [KK90] combined as a survey. Together, both papers provide a thorough
overview of the distribution of zeros. However, they cover different aspects. We link both
topics by showing how the results in [KK90] can be derived from [IMO08]. To this end, we
generalize the results from the latter. We also restate and prove the fundamental results
from [IMO8] because the authors provided no proof. Finally, we correct one result from
[KK90] regarding the variance of a random variable.

Furthermore, we determine the exact success probability of a (non)-adaptive adver-
sary in [BEF*23]. Previously, the authors established an upper bound; however, the exact
value remains undetermined. Ensuing from our probability, we present further upper
bounds and compare our results with those from [BEF*23].

The third and final contribution is the improvement of the error detection of the
double-sharing framework introduced in [ABEO24]. The original framework allows an
adversary to go unnoticed. We present two modifications that eliminate this possibility.
Moreover, we argue why one approach cannot work for the framework.

2.2 Related Work

Polynomials are a well-studied subject. The same is true for their zeros. Unless otherwise
stated, we assume that (random) polynomials are members of the polynomial ring F J[x1,
where ¢ is a prime power.

In [IMO8], Ivchenko and Medvedev analyze what they call the “local structure” of ran-
dom polynomials f. They decompose f into its irreducible factors and consider their mul-

3 Up to reordering of factors.
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tiplicities. Among other things, they consider the probability that the j* irreducible fac-
tor of degree i € [n] occurs in the decomposition of f with a multiplicity of exactly and
atleasts € [0, n], respectively. The authors consider the corresponding probability dis-
tribution, mean, variance, and asymptotic behavior for many variants. They specifically
address the case i = 1, i.e., the linear irreducible polynomials. As mentioned at the be-
ginning of this chapter, these factors contribute the zeros of f. We remark that we use
results from this paper in Chapter 3.

Knopfmacher and Knopfmacher [KK90] investigate the number of polynomials of
degree n with exactly k € [0, n] zeros and distinct zeros, respectively. Moreover, they
establish the average number and variance in both cases, as well as their asymptotic be-
havior. The authors employ generating functions to count the number of such polynomi-
als. We use this technique and present their results in Chapter 3. Recall that the number
of linear irreducible factors, i.e., factors of degree i = 1, of a polynomial is equal to the
number of its zeros. In a follow-up paper, Knopfmacher and Knopfmacher [KK93] gener-
alize the results from [KK90] to count the number of polynomials with exactly k (distinct)
irreducible factors of degree i.

In 2023, Jain, Moon, and Wu [JMW23] proved that for any fixed ¢, the average number
of distinct zeros of any non-constant multivariate polynomial in m variables is always
q"'. In particular, m = 1implies that for univariate polynomials, the average number is
q"~! = 1. We mention that this result is known in the univariate case, e.g., due to [KK90],
and in the multivariate case, e.g., due to [Sch76]. Nevertheless, the authors use a different
approach from the realm of algebraic geometry to prove the result.

Kopparty and Wang [KW14] show that if a polynomial f # O with deg(f) < q— 2
has many distinct zeros, it cannot have a long consecutive sequence of zero-coefficients.
More precisely, they prove thatif m € N is the number of positions v € F such that
f(v) # 0, thenfornok € [0,q — 1 — m], all m consecutive coefficients starting at f,,
that is, fi, fir1s -+ s foam—1, are O. Geil [Geil5] generalizes the above result in two aspects.
Firstly, he considers any k € [0, q — 2] with m consecutive coefficients starting at f;,, i.e.,
i f 41 mod (=137 +++ 1 fktm—1) mod (41 FOT instance, this allows us to consider only the low-
estand highest coefficients, f, and f,. By “arranging” the coefficients circularly, it becomes
apparent that both are consecutive, although 0 and »n are not. An alternative formulation
ofhis theorem is the following: Iff takes m different non-zerovalues (i.e., iff hasq—1—m
zeros) in F*, then it cannot occur that m consecutive coefficients are all 0. Moreover, Geil
states a variant for multivariate polynomials in m variables. However, since this thesis
considers univariate polynomials, we omit further details.

Ax [Ax64] shows that for all multivariate polynomials f in m variables of total degree
d, the number ¢* divides the number of zeros of f. Here, b € N, is the largest number
such that b < m/d. Unfortunately, this result is trivial for univariate polynomials since
m = 1implies that if d > 1, the variable b is 0. Thus, ¢* = ¢° = 1, which divides every
integer.

The authors of [DNV15] consider zeros of random polynomials over R. Since it is
uncertain how to sample coefficients or polynomials uniformly at random from an (un-
countably) infinitely “wide” set, different distributions are considered. Do, Nguyen, and
Vu sample a random polynomial f of degree n by sampling its i.i.d. coefficients f,, ..., f,
according to any distribution that (1) has mean 0, (2) has unit variance, and (3) O is not
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in its support. Among other things, they consider the case where the f; are Bernoulli-
distributed such that Pr[f, = —1] = 1/2 and Pr[f, = 1] = 1/2. Then, they show that the
probability that { has at least one double zero is at most @ (n™2) + n=“®,

Hwang [Hwa98] considers the random variable (), of the number of irreducible fac-
tors of a random polynomial in M,. He shows that the PMF Pr[(), = s], wheres € N, is
a convolution if » - coandn — s — oo. In that case, (), follows a Poisson distribution
convoluted with a negative binomial one.

Many works regarding (irreducible) factors of polynomials use generating functions
to count polynomials that satisfy specific properties. For instance, Flajolet, Gourdon, and
Panario [FGP96] and Panario [Pan04] thereby prove that the number of squarefree* poly-
nomials in M, of degree at least 2 is " — ¢"~'. From this, they deduce that a random
polynomial is squarefree with probability 1 — ¢q~*, which tends to 1if ¢ — oo. Thus, an
overwhelming number of polynomials decomposes into distinct irreducible polynomi-
als. We recall that in the previous Chapter 1, we used generating functions to count the
number of all, monic, and irreducible polynomials of degree n.

We conclude this section by considering fault attacks. Richter-Brockmann, Sasdrich,
and Giineysu [RSG23] evaluate common fault attack techniques. Additionally, they pro-
pose a generic and unified model to describe adversaries in fault attacks, which is suitable
for many different techniques.

2.3 Structure of This Thesis

This thesis comprises three main parts: Chapter 3 concerns zeros of polynomials. We
start by analyzing the multiplicity of a zero at one particular position, which enables us
to expand our analysis to multiple arbitrary positions. We use these results to focus on
the total number of zeros and distinct zeros. In Chapter 4, we improve one result from
[BEF*23], which concerns the success probabilities of two kinds of adversaries. We begin
by determining the exact number of two polynomials that occur. This way, we establish
the exact success probabilities of both adversaries. Afterward, we provide upper bounds
on one of the probabilities and compare our result with the original one. Finally, in Chap-
ter 5, we present modifications to the framework from [ABEO24] such that a rigging ad-
versary is always detected instead of only with a certain likelihood. Our first approaches
are bound to the current operation used with the framework. Then, we present a univer-
sal method. Due to its inefficiency, we present a further method.

* A polynomial is squarefree if all irreducible factors occur in its decomposition with multiplicity at most 1.
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In this chapter, we analyze polynomials with regard to the distribution of their zeros.
Among other things, we consider the number of polynomials of degree n € N, with
k < ntotal zeros and distinct zeros each. When choosing a polynomial f from M, (or ,)
uniformly at random, the numbers immediately yield the probability that f possesses a
given type and number of zeros, e.g., k zeros either in total or distinct. By gaining in-
sight into the number and distribution of different variants of zeros, we aim to provide a
foundation for applications that concern polynomials in terms of their zeros or degrees.
It is known that for polynomials, the degree and number of zeros are related, e.g., due
to Fact 1.41. For instance, a polynomial of degree 4 cannot have more than four zeros
(unless it is the zero polynomial). We note that this upper bound holds only for univari-
ate polynomials over a field. However, we restrict ourselves to such polynomials in this
chapter. In addition, polynomials can be regarded from their sharing view, i.e., from the
values they take at certain positions. In this case, the number and positions of zeros are
immediately apparent. In Chapters 4 and 5, we consider polynomials from that sharing
view. Although this chapter does not contribute to improving the results in these two
chapters, its results may become helpful to further research in their areas, namely, poly-
nomial masking and fault resilience. Notwithstanding the benefit for other applications,
we provide an extensive survey regarding the distribution of zeros of polynomials over
finite fields. To the best of our knowledge, we are the first to compile the results in such
a united manner.

In the first Section 3.1, we start by considering a zero at one specific positionv € F and
examine polynomials regarding the multiplicity of that zero. Zeros may occur at other
positions, too, but we neglect them. We give the probability distribution of the multi-
plicity but also state its average and variance. Furthermore, we consider the asymptotic
behavior as n — oo and find that the distribution has a geometric limit.

In Section 3.2, we expand our analysis of the multiplicity to two and then arbitrary
¢ € [|F|] zeros at specific positions. As before, we investigate the numbers and proba-
bility distributions. Moreover, we consider the restriction that zeros must not occur at
positions other than those {.

Afterward, in Section 3.3, we relax the assumptions on specific multiplicities at cer-
tain positions and only require these positions to have a combined multiplicity of k. When
setting { = ¢, we obtain polynomials with exactly k zeros in total. We elaborate on that
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number and its probability distribution. Here, we find that the distribution has a nega-
tive binomial limit.

Finally, Section 3.4 addresses the case when we consider the positions of zeros but not
their multiplicities. For a given collection of positions, we give the number of polynomials
with zeros at those positions. We also provide the number when we additionally require
that zeros at positions other than those in the collection must not occur. Similarly to
the previous Section 3.3, we relax the assumptions of the exact positions and obtain the
number of polynomials with exactly k distinct zeros. Again, we go into detail about the
distribution and finally ascertain a binomial limit.

Unless otherwise stated, the following holds: We consider polynomials and zeros
over F [x] and F, =: F, respectively, where q is a prime power. Moreover, we primarily
consider monic polynomials for convenience. Since 2, and M, differ by a factor of ¢ — 1,
multiplying any number established in a theorem (or suchlike) by ¢ — 1 yields the number
when polynomials in P, are considered. When mentioning the term monic in parenthe-
ses, i.e., “(monic),” we intend to express that the respective matter holds for both monic
and non-monic polynomials. We recall that the multiplicity of a zero is the exact number
of times the zero occurs. Thus, a polynomial with a zero v of multiplicity s implies that
(x — v)** does not divide the polynomial. In theorems (or suchlike), we use the phrase
such that to implicitly set the quantity in question to O if the subsequent condition is false.
For instance, the sentence “For all k, n such that k < »n, the number of polynomials of de-
gree n with k zeros..” implies that if k > n, said number is 0.

3.1 The Multiplicity of One Zero

We begin this chapter with the most trivial case, focusing on one position and considering
polynomials with a zero there (but not necessarily only there). In later sections, we ex-
pand our study to multiple positions. Our analysis of multiplicities of individual zeros is
influenced by Ivchenko and Medvedev [IM08]. In this paper, the authors analyze the de-
composition of polynomials into irreducible factors. For us, the irreducible polynomials
of degree 1 are of interest because they correspond to the zeros. The authors state several
probabilities regarding zeros at one or multiple individual positions. However, [IM08]
does not include proofs nor the corresponding number of polynomials that satisfy these
constraints. Thus, we use generating functions to count polynomials first. This way, we
deduce the probability and prove the statements claimed in [IMO8]. Furthermore, we
independently determine some results from [IMOS8].

Firstly, we state the number of polynomials of degree n with a zero of multiplicity s at
an arbitrary but fixed position v € F. We recall that it is still possible for the polynomial
to have additional zeros at other positions. For instance, if v = 1and s = 3, the polyno-
mial x°(x — 1) is feasible nevertheless. We stress that Ivchenko and Medvedev [IM08]
determine the corresponding probability (stated below in Corollary 3.2). However, they
present no proof. Since it is simple to derive the probability from the number of favorable
polynomials, we first determine the latter. To count polynomials, we follow the method-
ology of Knopfmacher and Knopfmacher [KK90], who use generating functions to prove
Theorems 3.19 and 3.28, found in Sections 3.3 and 3.4, respectively. These theorems ad-
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dress a polynomial’s total number of (distinct) zeros. However, since it is reasonable to
begin with examining one zero, we adapt their approach to use it to prove Theorem 3.1
first. Throughout this chapter, we use their methodology in various ways to count poly-
nomials satisfying different constraints on their zeros.

Theorem 3.1. Foralln,s € N, suchthats < nandforallv € F, the number of monic

polynomials of degree n with a zevo atx = v of multiplicity s equals Z,(s,n) = Z, (s,n) :=
qn—s _ qn—s—l lfS S n—1
1 if s =n.

Proof ([KK90]). Letvbe arbitrary but fixed, and letf € M, have a zero at v of multiplicity
s. Throughout several proofs in this chapter, we use the fact that we can factorize polyno-
mials over a field into a unique product of irreducible polynomials. This follows because
F[x] is a UFD, according to Fact 1.7. In particular, we can factorize linear terms, which
correspond to zeros.

Here, we can write f = (x — v)°g, where g is another polynomial. Factorizing f in
that way ensures that f has a zero atx = v of multiplicity at least s. So far, the multiplicity
does not need to be exactly s because g might also include x — v as a factor. Either way,
deg(g) = n — ssince deg(f) = nand s linear factors x — v are fixed. We must ensure
that g does not have a zero at v, that is, g(v) # 0. Thus, we may only consider such g with
all zeros being at x # v. Accordingly, the number of desired polynomials f equals the
number of suchg € M,_..

To determine the number of feasible g, we use generating functions. Knopfmacher
and Knopfmacher [KK90] prove Theorem 3.19 using an approach that involves generat-
ing functions. We adapt their approach to prove this theorem. In that regard, we recall
the proof of Theorem 1.53. As described in the proof of Theorem 1.53, the collection of
all monic polynomials is [ | rer(l— f)7', where ¥ is the family of all monic irreducible
polynomials. We are interested in the collection of all monic polynomials without zeros
atx = v. Let G be this multiplicative semigroup generated by all non-linear monic irre-
ducible polynomials and thelinear ones x—v’, wherev' € F\ {v}. We stress that generated
is different from consist of. Besides, although the identity 1 = 1x° is not irreducible, it is
generated by the irreducible polynomials, i.e., 1 € G. Thus, G is not only a semigroup
but also a monoid. Nevertheless, we call G a semigroup to be consistent with [KK90]. To
summarize: A monic polynomial lies in G if, and only if, it has no zero at v.

We call G(z) = Z:O:o G(n)z" the generating function of (G(n)),cy,, where G(n) is
the number of polynomials of degree nin G, i.e., G(n) = |G N M,|. The generating func-
tion of all monic polynomials is M (z) = 1/(1 — qz) = I—[:;l(l — z")~ I, according to
Theorem 1.53. Since M (z) is already known, we try to express G(z) using M (z). In the
product ]—[;‘;1 (1—z")"" the factoratn = 1contributes the linear factors, i.e., zeros. This
factor (1 — z')™" = (1 — z) % now becomes (1 — z) ~“"? because polynomials generated
by G must not include one specific factor, namely, x — v. Thus, the number of irreducible
polynomials in ¥ of degree 1 that we regardis |J, \ {x —v}|= L —-1=¢q— 1L

We split the product of M (z) into [ (1—2")"h = 1—2)"1[] _ (1—2")~". This
enables us to compare M (z) with G(z) factor-wise. By the above reasoning, it holds that
G(z) = (1—2)" P[]~ (1—2")"". Consequently, M (z) and G(z) only differ in the
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first factor, which yields the following relation: M (z) = (1 — z)'G(z), or equivalently,
(1 —z)M(z) = G(z). This can be seen because we only need to turn the first factor
(1—z) %into (1 — z)~“Y, which we accomplish by multiplying (1 — z) 7 by 1 — z.

Next, we use the simple closed form of M (z), namely, 1/(1 — qz), to derive one for
G(z). Wehave G(z) = 1—2)M(z) = (1—2)-1/(1—qz) = 1—2)/(1 — qz).

It remains to find G (n), which is included in G(z) = Z:O:O G(n)z". Fortunately, G(z)
is the product of two generating functions, 1 — z and 1/ (1 — gz), each of which we know
the generated sequence of: For one thing, 1 — z = 1z° 4+ (—1)Zz' is the generating function
of the sequence (1,—1,0,0,...), and for another, 1/(1 — qz) = Z:o:o q"z". We use the
Cauchy product to determine the sequence generated by (1 —z) - (1/(1 — qz)), i.e., G(n):

Ly o (. 1 ifi=0 = [ (g 1= 0
— —-i)_ e n — in= n
G(z)_l_qz_; ;q 1 ifi=1 Z‘;({qn_qn—l e )z.
0 else
Since G(z) = Z:’:o G(n)z", we can see that

° ifn=0 1 ifn=0

Gm) = [21G(z) = {1 — |
" —q"" else " —q""  else.

Recall that deg(g) = n — s, so the number of feasible g is G(n — s), which equals

1 ifn—s=0 =g ifs<n-—1
G(n—s) = = ]

" —q"" else 1 ifs = n.

Based on the above reasoning, the number of feasible g equals the number of different f
with a zero at v of multiplicity s. Since G(n — s) is said number, the claim follows. [ |

We note that since v was chosen arbitrarily, Z, ,(s,n) = Z, ,(s,n) forallv,v' € F.
This is reflected in the function Z, (s, n), which is independent of v.

We use the obtained function Z, (s, n) to derive the probability that a polynomial has a
zero at v of multiplicity s. According to Laplace’s rule, if we assume a uniform distribution
over the polynomials in M, (or P,), the probability in question is given by the number of
favorable polynomials, i.e., Z, (s, n), divided by the number of all polynomials, i.e., | M, | or
|P,|. Irrespective of whether or not we restrict ourselves to monic polynomials, the prob-
ability remains the same. This is implied by Theorem 1.50 since the process of converting
a polynomial into its monic form is independent of its zeros. We recall that Ivchenko and
Medvedev give the probability but without proof.

Corollary 3.2 ([IM08]). Foralln,s € Ny suchthats < nandforallv € F, let Z,(n) := Z, ,(n)
denote the random variable of the multiplicity of the zero v of a random (monic) polynomial of degree
g —q " ifs<n-—1

n. Then, the PMF of Z, ,(n) equals Pr[ Z, ,(n) = s] = { ~ .
' ' q° ifs = n.

Proof. Due to the uniform distribution, each polynomial f € M, has an equal chance to

be chosen. Thisleads to Pr[Z, ,(n) = s] = Z,(s,n)/|M,| = Z,(s,n)/q".
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Corollary 1.49 states that |2,| = (q — 1)|M,|. Accordingly, if f € P,, then we have

Pr[Z, ,(n) =s] = ((q —DZ(s,n))/|P,| = Z;(s,n)(q — 1)/ ((q — 1q") = Z,(s,n)/q" as
before. [ |

For our applications, we usually consider polynomials from their sharing view. If
a share at node v is zero, we can directly deduce that the polynomial has a zero there.
However, we cannot infer anything about the multiplicity of this zero other than that it
is at least 1. Since the support of Z,(n) is [0, n], finding the probability that v is a zero
is easy. In fact, the probability is Pr[Z,(n) > 1] = 1 — Pr[Z,(n) = 0O]. Although the
probabilities Pr[ Z,(n) > 1] and Pr[ Z,(n) > s] (the latter being the “probability variant”
of Lemma 3.4) appear in [IM08], we derived them independently as we were unaware that
Ivchenko and Medvedev had previously stated them. We use Corollary 3.2 to conclude
that the probability is:

Corollary 3.3 ([IM08]). Letn € N,,v € F,andf € P, (be monic). The probability thatvis a
zero of f equals Pr[Z, ,(n) > 1] = [n > 1]lq~". The probability that v is not a zero of f equals
Pr(Z,,(n) =0l =1—[n>1]q""

We omit the proof since the probabilities can be directly obtained from Observa-
tion 3.2 using s = 0. Nevertheless, we mention that Corollary 3.3 can also be deduced
using generating functions in an approach similar to the proof of Theorem 3.1. We recall
that in the proof, we needed to ensure that g does not have a zero at v. However, in Corol-
lary 3.3, we only require a multiplicity of at least one. Thus, any g (with the proper degree)
is feasible, and we only need to count how many polynomials of said degree exist. That
number is given in Theorem 1.48.

We state this result below but in a more generalized form since we use it for further
applications in later sections.

Lemma3.4. Letn € Nyandletv,, ..., vy € F be pairwise distinct. The number of monic poly-
nomials of degree n with zeros at vy, ..., v, of multiplicities at leasts,, ..., s, € N, respectively, is
q* wherek := Y s, < n.

=11 =

Proof. Letf € M,, and letv,, ..., v, be arbitrary but fixed. As before, we write f as the
product of the zeros x — v,, ..., x — v, and some polynomial g. We factorize out (x — v;)"
since the multiplicity of v; is at least s;. More formally, we write f = g ]—[le(x — )Y,
where g is a polynomial of degree n — k. Any g is suitable because it can only add zeros
to f. Hence, it cannot decrease but increase the multiplicities of the v;. We conclude that
the number of feasible f is precisely the number of polynomials of degree n — k, namely,

M, = g7 u

To prove Corollary 3.3 using Lemma 3.4, as mentioned before, we set { = 1,k = 1,
and obtain ¢"~'. Dividing this number by |M,| = ¢" yields ¢! = Pr[Z,(n) > 1].

However, Lemma 3.4 can be used to not only prove the “at least” case but also the
“exact” cases in Theorem 3.1 and Corollary 3.2. This is achieved by expressing equality
through inequalities as follows: Observe that for allintegers sand s’, the two propositions
s =s"ands > s’ A (s > 5" +1) are equivalent. Hence, some zero v of f has a multiplicity
of s if, and only if, v has a multiplicity of at least s but not at least s + 1. According to
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Lemma 3.4, the number, therefore, is ¢"* — ¢"~“™V ifs < nand ¢" " — 0 = 1ifs = n. In
both cases, it coincides with Z, (s, n).

For the remainder of this section, we return to the random variable Z, (n). To better
understand its behavior, we analyze two statistical quantities: its expectation and vari-
ance. The former can be found in [IM08], however, without its asymptotic behavior and
proof, and equals:

Theorem 3.5 ([IM08]). The expected value of Z,(n) is E[ Z,(n)] = (1—q~")/(q —1). Moreover,
the asymptotic expectation equals lim,_, E[ Z,(n)] = 1/(q — 1).

Proof. We use the definition of the expectation, i.e., E[Z,(n)] = Z?:O sPr[Z,(n) = s].
In Corollary 3.2, we established that Pr[ Z, (n) = s] distinguishes two cases,s < n—1and
s = n. Thus, we split the sum accordingly and obtain

n—1 n
E[Z(m] =) sPr[Z(n) =s]+ ) sPr[Z(n) =s]
s=0 s=n

n—1
— Zs(q—s _ q—s—l) 4 nq—n
s=0

_ q7"q"—nq+n-1) T g
q-—1
1—q™"
g-1"
It remains to determine the asymptotic expectation. Using the result from Equation 3.1,
weobtainlim,_  E[Z (n)] = lim,_ . (1—q7)/(@—1) = (1-0)/(q—1) =1/(q—1). N

(3.1

Proceeding from the expectation, we can now calculate the variance.

Theorem 3.6. The variance of Z,(n) is Var[ Z,(n)] =
asymptotic variance equals lim,, . Var[Z,(n)] = q/(q — 1)

Proof. It is well known that Var[ Z,(n)] = E[Z,(n)*] — E[Z,(n)]*. Thus, we determine
the minuend and subtrahend. Computing E[ Z; (n)]* is straightforward since we already

established E[ Z,(n)] in Theorem 3.5. The second raw moment E[ Z, (n)?] is established
in the same way E[ Z, (n) ] was, that is, we split the sum. We obtain

q—Zn(an+l_(2n+1) (q_l)qn_l)

T . Moreover, the

n—1
E[Z(n)?*] = ) s*PrlZ(n) = s] + 0’
s=0

B q_‘”((q+1)(q”—1) —2n(q—1) — n*(q — 1)?) )
= =1 + n’q
_ 7" ((g+ D@~ —2n(g-1))

(q—-1)?

Combining both values results in

" (@+ D@ -1 —2m(q-1) [(1—q"\
varlZ(m)] = (q—1)7? _< q—1 >
B q—ZVl (q2n+l _ (Zn + 1)(q _ I)qn _ 1)

(q—1)?
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To determine the asymptotic variance as n approaches infinity, we observe that the lead-
ing term in the parentheses of the above numeratoris ¢*'*'. Thus, we omit the other terms
and establish lim, . Var[Z,(n)] = lim,_ (¢ *"(¢**"' +0))/(q—1*=q/(q—1* N

The alert reader might have noticed that in the asymptotic case, as n tends to infinity,
mean and variance agree with those of Geo(1 — ¢*). This is not a coincidence since for
s < n—1,the PMF of Z,(n) equals Pr[Z,(n) = s] = ¢ —q¢ ' = (¢7Y)'A —q7).
This is precisely the PMF of a random variable X ~ Geo(1 — ¢7!) at X = s, according
to Definition 1.15. Ivchenko and Medvedev state that Z; (n) follows the truncated geo-
metric distribution Geo(q~'). However, it is apparent that the truncated PMF of Z, (n)
corresponds to Geo(1 — ¢~*) and not Geo(q7%).

Observation 3.7 (Corrected [[IM08]). The random variable Z, (n) follows a geometric distribu-
tion truncated at s = n. More precisely, Pr[Z;(n) = s] = Pr[X = s]if, and only if,
s <n—1,whereX ~ Geo(1—q?).

Because both PMFs are equal at all support points except s = n, it follows that Z, (n)
has a geometric limit. Let Z; := Z, , denote the limit distribution of Z;(n) asn — co. In-
formally speaking, this follows because the distribution of Z; (n) is a “compressed” vari-
ant of the one Z, follows, i.e., Geo(1 — q*). More precisely, Pr[Z,(n) = n] = ¢" and
Pr[Z,(n) > n] = 0, but Z, has an infinite support with Pr[Z, > n] = ¢ ". In other
words, Z, (n) “centers all its mass above” n — 1 at s = n, whereas Z(n) does not.

We will later see that all random variables we consider throughout this chapter have
common limit distributions.

Theorem 3.8. The sequence (Zy(n)),en, converges in distribution to Zy, ~ Geo(1 — q 7).

Proof. Let F,(s) = Pr[Z,(n) < s]and F(s) = Pr[Z, < s] denote the CDF of Z,(n) and
Z,, respectively. Firstly, we observe that the two CDFs are F,(s) = 1— [s < n —1]lg~*"
and F(s) =1—q L.

To prove convergence in distribution, we need to show thatlim,_,  F,(s) = F(s) for
alls > 0. Since s < n — 1 holds for all s when n approaches infinity, we conclude that
lim F,(s) =1—1-q**, which coincides with F(s). [ |

n—oo T n

As mentioned above, the PMFs of Z,(n) and Z, only disagree if s > n. However, the
probability that any of both random variables takes a value s > n is the same, namely,
Pr[Z,(n) > n] = Pr[Z > n] = q". Since q~" is negligible in n, both distributions
seem to “approach” each other exponentially fast (in n). Ivchenko and Medvedev [IMO08]
observed but did not prove that this holds if the notion of closeness is the statistical distance

between Z,(n) and Z,.
Theorem 3.9 ([IM08]). The statistical distance between Z, (n) and Z, is A(Z,(n), Z,) = ¢~ " ..

Proof. Let 6(s) = Pr[Z,(n) = s] — Pr[Z, = s]. The statistical distance is defined as
AN(Zy(n), Z) =1/2 Zzow(s) |. Following Corollary 3.2, we split the sum into three parts
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and obtain

3 1605)] =
s=0

n—

B+ 6]+ Y [5(s)]

gl

§=0 s=n+1
n—1 o
= ZO =@ a—g |+ Z Pr[Z, = s]
§=0 s=n+1
=0+ |q—n—1| + q—n—l
=2 "L
We conclude that A(Z,(n), Z,) = 1/2(2¢7") = ¢ "L -

If the geometric distribution is used to approximate the actual distribution of Z, (n),
the error is at most ¢~"* as Theorem 3.9 implies |Pr[ Z,(n) € S] — Pr[Z, € §]| < ¢!
forall S C [0, o0). The inequality holds in particular if S is a singleton.

3.2 The Multiplicities of Arbitrary Zeros

In this section, we “generalize” our findings from Section 3.1 and consider two, later on,
0 < gq, different zeros, v;,v, € F, with respective multiplicities of s; and s,. We put
generalize into quotation marks because we now specify the multiplicities of zeros at two
(or £) positions. If we neglect part of the zeros, we still need to specify their multiplicities
(and positions).

We first inspect the joint probability function Pr[Z,, (n) = s, A Z;, (n) = s,],
where s; + 5, < n. Calculations would become simple if the random variables Z, , (n)
and Z, , (n) were independent. In that case, the “generalization” is merely the product of
both individual PMFs we established in Corollary 3.2. Unfortunately, this is not the case,
as demonstrated by the following counterexample:

Counterexample3.10. Lets, = s, = n/2 and let n be even. Then, the individual probability
distributionsare Pr[Z, , (n) = 5,] = Pr[Z,, (n) =s,] = ¢7"/*—¢"*7}, and the product
equals (¢ — 1)?q™"~*. However, the joint PMFis Pr[ 2, (n) = s, A Zy, (n) = 5,] = ¢"
since the only possible polynomial is (x — v;)"?(x — v,)"%. Both probabilities are equal
if, and only if, ¢ = 1/2.

The fact that both random variables are dependent is not surprising because knowing
that a factor (x — v;)* divides some polynomial influences the choice of possible s, of the
factor (x — v,)%. For instance, if s, = n — 3, Fact 1.41 implies thats, < 3sinces; +s, < n.
In that case, the factor (x — v,)"! cannot occur (unless n < 4).

Since the one-zero case does not trivially expand to multiple zeros, we use generating
functions to establish the number of polynomials with two zeros of multiplicities s; and
s,, respectively. The approach is similar to Theorem 3.1. For clarity, we denote the pairs,
later on, £-tuples, of zeros and multiplicities by v = (v,,v,) and s = (s, s,), respectively.
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Theorem3.11. Foralln,s,, s, € Nysuchthats, + s, < nandforallv, + v, € F, the number of
monic polynomials of degree n with zeros at v, and v, of multiplicities s, and s,, respectively, equals

(@ =D~ s +5, <n—2
Z,(s,n) = Z2,2(§,n) =4q-2 ifs1 +s,=n—1
1 ifs, +s, = n.

Proof. Letv, # v, be arbitrary but fixed, and let f € M, be as required. We adapt the
proof of Theorem 3.1 and explicitly consider the two factors (x —v;)® and (x —v,)*. Then,
we can write f = (x — v,)%(x — v,)%g, where deg(g) = n — (s; + s,), and g must not
introduce zeros at v, or v,.

Again, welet G be the generating function of this semigroup, which is generated by all
non-linear irreducible polynomials and the polynomials x—v', where v’ € F\ {v;,v,}. By
comparing G(z) with M (z) = ]_[:o:1 (1—z")~h, itbecomes apparent that we turn the first
factor (1—z) %into (1 —z)~ 2 to exclude x — v, and x —v,. Thus, G(z) = (1—2)*M (z).
The sequence generated by (1 — z)* = 1z° + (—2)z' + 1z%is (1,—2,1,0,0, ...).

As in the proof of Theorem 3.1, we could do a case distinction to derive G(n). How-
ever, since we expand the numbers of zeros to arbitrarily many later, it is unrewarding
to expand (1 — z)3, (1 — z)*, and so forth to extract all coefficients. For this reason, we
use a different but unified approach: Notice that (1 — z)* can also be written using the
binomial formula and series as Zz:o (1" (—z)" = >, (2)(~1)"z". The sequence
(% (—=D)") -, is precisely (1,—2,1,0,0,...).

We know M (z) = Y.~ q"z"and 1—2)> = )~ (2)(—1)"z". The Cauchy product
yields the generating function of G,

(1-27 & 2 .
o0 = L))

n=0 =

If we instead use the case-distinction approach, we can simplify G(z), or rather G(n),
further and obtain

A ifn=0
G(z) = Z (q—2)q" " ifn=1 |Z"
"=\ (g —1)%"? else

Recall that the number of f with zeros at v; and v, of multiplicities s; and s,, respectively,
equals the number of different suitable g. Since deg(g) = n— (s; +s,), we conclude that
Z,(s,n) equals

(g — D202 ifg +5, <n—2

G(n— (s, +5,)) = [2"*]G(z) = {q —2 ifs,+s,=n—1
1 ifs, +s, =n.
As can be seen, we simplified (¢ — 2)¢" ") tog — 2if s, +s, = n — 1. |
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Proceeding from the function Z, (s, n), we can derive the probability that a polynomial
has two zeros of certain multiplicities when we assume a uniform distribution over the
polynomials in M, (or 2,). Again, we establish the probability using Laplace’s rule.

Corollary 3.12. Foralln,s;, s, € Ngsuchthats, + s, < nandforallv, # v, € F, denote
by Z,(n) = Z,,(n) the random variable of the multiplicities of the zeros v, and v, of a random
(monic) polynomial of degree n. Then, the PMF of Z, ,(n) equals

(g —D)2q S+ ifs +5, <n—2
Pr[Z,,(n) =s]=4(q—2)q" ifs,+s,=n—1
q_n if-sl + 52 =n.

We omit the proofs of Corollary 3.12 and all subsequent PMFs since they are almost
identical to the proof of Corollary 3.2: We divide the number of favorable polynomials
Z, (s, n) by the number of all polynomials.

As in the first chapter, we analyze the expectation and variance next. However, the
range of Z, (s, n) is a pair, more precisely, range(Z,(s,n)) = [0,n]*. Before we try to
adapt the definition of expectation to not only work with scalars but also with tuples, we
observe that the distribution of Z, , (n) can be considered the joint distribution of Z; , (n)
and Z, (n),ie., Pr[Z, (n) = s] = Pr[z,, (n) = s\ Z, (n) = s,]. Thus, it is rea-
sonable to treat Z, ,(n) as a multivariate random variable Z, ,(n) = (Zy, (1), Zy,, (1)).
Theorems 3.5 and 3.6 then imply the mean and variance, respectively, because they are
E[Z,,(m] = (E[Z:(m)], E[Z(n)]) and Var[ Z, ,(n)] = (Var[Z(n)], Var[Z;(n)]).

We move on from considering two zeros and concentrate on { € [¢q] zerosatv,, ..., v,
of multiplicities s, ..., s;, respectively, for the remainder of this section. During the proof
of Theorem 3.11, we saw that the generating function of (1 — z)? cannot only be estab-
lished by expanding the square of the binomial. Instead, we expressed (1 — z)* using
the binomial series Z:O:O (i) (=1)"z". Since we now consider { zeros, the binomial 1 — z
is raised to the {** power. The corresponding binomial series is easily deduced, namely,
1-2'=Y"% (5) (—1)"z". Thereby, we can directly establish the number of such poly-

n=0
nomials while following the pattern of Theorems 3.1 and 3.11.

Theorem3.13. Foralln,s,, ..., s, € N, forall pairwise distinctv,, ..., v, € F,andk = ZQ S;,

i=1
the number of monic polynomials of degree n with zeros at v,, ..., v, of multiplicities s, ..., s, re-
spectively, equals Zy(s, n) = Z;,(s,n) := "~ Z::f (f) (—1)'q. Moreover, if k < n — {, the

function simplifiesto Zy(s,n) = ¢"7*(1 — ¢ )"

Proof. We follow the approach of the previous Theorems 3.1and 3.11, which you should be
familiar with. In particular, we construct f € M, asf =g Hle (x — v;)*. The degree of
gisn— (s, 4+ +s) =n—k

In order to determine the number of feasible g, we let G be the multiplicative semi-
group generated by all non-linear irreducible polynomials and the ¢ — { linear ones x — v/,
wherev' € F \ {v,, ..., v}. We recall that in this way, we ensure that g does not alter the
{ predefined multiplicities.
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It should now be obvious that the generating function of G is G(z) = (1 — z)'M (z).
Since (1—z)"' canbe expressedas (1—z)' = )"~ (f,) (—1)"z", the Cauchy product yields

_ ! o n es) n
G(z) = (11_ ;; => (Z (f)(—l)"q"‘i> =) (q” Y (f)(—l)l’q—i> 2",

n=0 \i=0 n=0 i=0

from which we can directly read the term G(n).

We conclude that the number of different g and, hence, the number of feasible f
equals G(n — k) = [2"*1G(z) = " * ¥ (D (~Dig .

It remains to show that if n — k > ¢, the sum in G(n — k) simplifies to (1 — ¢7")".
Here, we observe that if i > ¢, the binomial coefficient (f) is 0. Hence, the argument
of the sum is. Thus, the sum remains unchanged, regardless of whether the upper limit
satisfiesn — k > Lorn — k = {, so we only consider n — k = (. In that case, the binomial
formula is complete, and the binomial theorem yields Z::Ok O(-DigF=1-qgH. =

Unfortunately, there is no simple closed form of the sum if n — k < {. Simplifications
produced by Mathematica [Wol] involve the Gaussian hypergeometric function ,F,. This func-
tion is also defined via a non-trivial sum, including factorials and the Pochhammer symbol
[Bag09]. A further investigation regarding possible simplifications is beyond the scope
of this thesis.

We proceed with giving the PMF regarding the multiplicities s of a polynomial chosen
uniformly at random. Let Zy(n) := Z ,(n) denote the random variable of the multiplici-
ties of the zeros v,, ..., v, of a random (monic) polynomial of degree n.

Corollary3.14. Foralln,s,, ..., s; € N, forall pairwise distinctv,, ... ,v, € F,and k = Zf’:l S;,

the PMF of Z, ,(n) equals Pr[ Z,,(n) = s] = q°* Z::f (D) (=1)iq~". Moreover, if k < n — 4,
the PMF simplifies to Pr[ 2y ,(n) = s] = q7*(1 — ¢ )"

So far, this and the previous chapter neglected the multiplicities at the remaining
unspecified positions. To conclude this section, we consider a tightened variant of The-
orem 3.13, where we additionally require that zeros may only occur at the specified posi-
tions v, ..., vy inv. Since the tuples v and s are ordered, we can use Theorem 3.13 to derive
the number of polynomials satisfying this tightened condition: To ensure that the other
positions are not zeros, we can include them in v, e.g., by appending them, and specify
their multiplicity in s as 0. Thus, the sum of all multiplicities k remains unchanged be-
cause we only add Os, and the desired number is Z, , (s, n) (instead of Z; , (s, n)). Note that
we claim that the aforementioned function uses the unmodified tuples v and s, which do
not include any of the remaining g — { values.

Theorem3.15. Foralln,s,, ..., s, € N, forall pairwise distinctv,, ..., v, € F,andk = Zf’zl S5y

the number of monic polynomials of degree n with zeros at, and only at, v,, ..., v, of multiplicities
Sy, ..., Sy, vespectively, equals Z,(s,n) = Z,,(s,n) = q"F Z::Ok (1Y(=1)'q™". Furthermore, if
k < n — q, the function simplifies to Z,(sm) = ¢t —q ).

Proof. Using the usual technique, we could constructf asf = g ]_[le(x — v;)% and then
consider the number of different g of degree n — k without zeros, similar to the proof of
Theorem 3.13.
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However, we employ a different approach that enables us to derive the number using
a function that we already established: To ensure that all other positions v, ..., v, & v
are not zeros of f, we set their multiplicities sy, ..., s, to 0. We can then append the
new positions to v and multiplicities tos, that is, we have v’ := (v, ..., v, Voyy, -, V) and

s == (s, ...,8,0,...,0). Since we covered all possible positions and introduced no new
zeros, k' := )1 s; equals k. Since [v] = gand k' = k, Theorem 3.13 implies that the
number of different f equals Z,(s',m) = Zy(s,m). [ |

We make one final remark regarding the number of zero-free polynomials because we
can use the previous theorems to directly deduce this number. We call a polynomial f
zero-free if it has no zeros, i.e., if Vv € F. f(v) # 0. To find that number, we specify
the multiplicities at all positions and set them to 0, i.e., s = 0% for anyv € F4. Thus,
we ensure that no linear polynomial x — v, where v € F, occurs in the decomposition of
the polynomial since (x — v)° = 1 (and by defining 0° = 1). Theorems 3.13 and 3.15 give
the number of polynomials without zeros. We can use either because we specify all ¢ = ¢
possible positions.

Corollary 3.16. Foralln € N, the number of zero-free monic polynomials of degree n equals
7" Y., (D) (=Diq. Forn > g, the function simplifies to q" (1 — q7)".

Proof. We use Theorem 3.15 to show that the actual number is as claimed above. We spec-
ify all possible positions using v = (Dier, and set s = 07. Thus, the sum of all multiplici-
ties equals k = 0. In fact, we can use any v € [ since the multiplicity at every position
specified is the same (namely, 0), and, therefore, there is only one way to permute s.

Using the values, Theorem 3.15 states that Zy,(s,m) = Z,(0%,n) equals the number of
different polynomials with zeros at, and only at, all possible positions in F of multiplicity
0. Clearly, this is equivalent to the number of polynomials without zeros.

Finally, we remark that the “only at” part can be omitted because we consider all po-
sitions. Thus, Theorem 3.13 also yields the number in question, Z;(s,n) = Z,(0%,m), be-
cause { = |v| = q. |

3.3 The Total Multiplicity of Arbitrary Zeros

Up to now, we have considered zeros at specific positions v, ..., v, of specific multiplicities
Sy, --- , Sy, respectively. Since k = Zle s; represents the total number of zeros at these ¢
positions but with fixed multiplicities, accounting for permutations and replacements
of elements in s yields the number of monic polynomials for which there exist { possible
zeros vy, ..., vy of accumulated multiplicity k. We recall that v, is not a zero if its multiplicity
iss; = 0, 1i.e., the factor x — v; does not occur in the decomposition of the polynomial. The
C-tuple s = (s;,8,,...,5;) can be composed arbitrarily as long as its sum equals k. Since
each s; is a non-negative integer, the number of feasible s, therefore, equals the number
of ways to represent k < n as the sum of { non-negative integers. It is well known that
this number is:

Fact3.17. Let k € N,. The number of {-tuples (s,, ...,s;) withs; € N, foralli € [{]
satisfying Zle s; = kequals (“;71) = (4.
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In Theorem 3.13 of the previous section, we established the number of polynomials
with zeros at v and exact multiplicities s. Notice that the function Z;(s, n) uses s only to
derive the value k. Thus, Z,(s,n) = Z,(s',n) for all s’ such that ZSES, s = k. This means
that, if S denotes the set of all such s', the number of polynomials with zeros in v whose
multiplicities sum up to k satisfies Zs,es Zy(s',n) =S| - Z,(s, n). Since the cardinality of
S is given by Fact 3.17, we obtain the number of favorable polynomials by combining this
fact with Theorem 3.13.

Theorem 3.18. Let s be any s with > § = k. Foralln, k € N, and for all pairwise distinct
vy, ..., Vg € F, thenumber ofmonic polynomials of degree n with € possible zeros atv,, ..., v, of total
multiplicity kequals ("} ) Z,(s®, ) = (") Z::cf () (=1)iq~". Moreover, if k < n—¢,
the function simplifies to ("7 ") " *(1 — g™

Proof. The theorem follows immediately from combining Theorem 3.13 and Fact3.17. W

Knopfmacher and Knopfmacher [KK90] examine a special case of the above Theo-
rem 3.18. As there are only |F| = ¢ positions for zeros to occur, specifying the multi-
plicities at all ¢ positions implies that the polynomial has not only k zeros at v, ..., v, but
k zeros in total. Since Theorem 3.18 takes permutations of s into account, we obtain the
number of monic polynomials with exactly k zeros if { = q.

Theorem 3.19 ([KK90]). Foralln, k € N, the number of monic polynomials of degree n with ex-
actly k total zeros equals Z (k, n) := (‘”E_I)Zq (s®,m) = (‘”’;_I)q”‘k Z::f (1) (=1)q~". More-
over, if k < n — g, the function simplifies to Z(k, n) = (””;f_l)q"‘k(l — g hHa.

Proof. The theorem follows immediately from Theorem 3.18 because, with { = ¢, there
are no remaining positions for further zeros to occur in that case. |

We remark that Knopfmacher and Knopfmacher prove Theorem 3.19 using generat-
ing functions. Itis not a coincidence that we utilize generating functions to prove several
theorems that concern counting polynomials in this chapter. As previously mentioned,
e.g., at the beginning of Section 3.1 or in the context of Theorem 3.1, we adapted their
proof strategy.

For the remainder of this section, we concentrate on the random variable Z(n) of
the number k of total zeros of a (monic) polynomial of degree n chosen uniformly at ran-
dom. According to Theorem 3.8, Z,(n) has a geometric limit. Although this is not the
case for Z(n), it convergences to another common probability distribution: the nega-
tive binomial distribution. This observation and the expectation and variance of Z(n)
are examined in [KK90]. Unlike Z,(n) in the previous chapter, Z(n) is not a multivariate
random variable because its range does not comprise multiplicities at several positions
but all feasible integers k, i.e., range(Z(n)) = [0, n]. Thus, the expectation and variance
are scalars.

Corollary 3.20. Foralln,k € N, the PMF of the random variable Z(n), defined above, equals
Priz(n) =kl = (g " Z::f (1) (=1)'q~". Moreover, if k < n — q, the PMF simplifies to

1

Pr[Z(n) = k] = ("} )gHa— g7
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In Theorem 3.19 and Corollary 3.20, the sum inside the PMF simplifies to (1 — ¢~ *)4
ifk < n — q. Note that g% = (q)*. Thus, the expression ("} ")g*(1 — ¢7")? equals
the PMF of the negative binomial distribution NBin(q,1 — ¢7") evaluated at k, according
to Definition 1.21. We further conclude that Z(n) follows a truncated negative binomial

distribution, which was already observed in [KK90].

Observation3.21 ([KK90]). The random variable Z(n) follows a negative binomial distribu-
tion truncated at k = n — q + 1. More precisely, Pr[ Z(n) = k] = Pr[X = k]ifk <n—q,
where X ~ NBin(q,1—q7).

Since we consider ¢ fixed, the difference n — q approaches infinity when » does. As
a result, the truncation point n — g + 1 “moves” towards infinity, and the PMFs of Z(n)
and X ~ NBin(q,1—¢q ") coincide. Thus, Z(n) has a negative binomial limit. This makes
it easy to deduce statistical properties, such as expectation and variance, in the asymp-
totic case because they have already been analyzed in the context of the negative binomial
distribution.

Let Z denote the limit distribution of Z(n) as n — co.

Theorem 3.22. The sequence (Z(n) )nen, Converges in distributionto Z ~ NBin(q,1—q7").

Proof. Let F,(k) and F(k) denote the CDF of Z(n) and Z, respectively, and assume that
Z ~ NBin(q,1— q'). We need to show thatlim,_,  F,(k) = F(k) holds forallk > 0.

According to Observation 3.21, the PMFs of Z(n) and Z coincide if k < n — q. Itis
apparent thatk < n —qholds forall kif n — oo because g is considered constant. Hence,

lim, . Pr[Z(n) = k] = Pr[Z = k].
We conclude that the CDFs coincide because they comprise the same PMF, that is,
lim,_, F,(k) £ lim,_, F Pr[z(n) =i] = ¥\ Pr[z =i] 2 F(k). n

In addition to the number of polynomials with k zeros in total, Knopfmacher and
Knopfmacher also examine the expectation and variance of Z(n). Although the authors
give proof of the former, we restate the proof for two reasons: For one thing, their proof
of the variance is based on it. Since we elaborate on the variance in greater detail, it is
helpful to be familiar with the basis of that proof. For another thing, the original proof
in [KK90] is terse, which can make it challenging to comprehend.

We first state the average number of total zeros of a polynomial of degree n. Since Z
follows a negative binomial distribution, the asymptotic expectation of Z(n) is immedi-
ately determined. Furthermore, when ¢ also tends to infinity, the expectation converges
to 1. In other words, for large q, we expect polynomials of large degree to have one zero.

Theorem 3.23 ([KK90]). Foralln € N, the expected value of the random variable Z(n) equals
E[Z(n)] = (9—q"")/(q—1). Moreover, the asymptotic expectation equals E[ Z] = q/(q—1)

asn — oo,

Proof ([KK90]). Using Z(k,n) from Theorem 3.19 to derive the expectation is tedious be-
cause the sum in Z(k, n) is alternating and has no elementary closed form.

Instead, we count the zeros of a polynomial according to their multiplicities. For
instance, if the multiplicity of a zero is 3, then the multiplicity is at least 1, at least 2, and
at least 3. By counting every “at least” individually but only once, they still add up to the
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actual multiplicity 3 - 1 = 3. The “at least” view allows us to use Lemma 3.4 to count the
number of polynomials with a zero at v € F of a certain multiplicity. Moreover, as we
deal with nested sums, we simplify expressions using associativity and commutativity to
switch their order.

Letf € M,,let { (f) denote the total number of zeros of f, and let {;(f ) be the number
of distinct zeros of multiplicity at least i. In other words, ;(f) = |[{veE F : (x —v)' | f }].
By counting the zeros of f according to their multiplicities (as explained above), we notice
that { can be expressed by {; as {(f) = Y., §;(f). Thus, and since every f is chosen with
probability g7, we can expand the expectation as follows:

Elzm]2 Y ¢ZH)=q"Y L =a")Y. Y e =a") > &)
feat, i = =1 F

Next, we evaluate the sum ) | f Z;(f). As explained above, {;(f) is the numberofv € F
such that (x — v)! | f. This allows us to write {;(f) = > [ — v)! | f1. Thus, we can
further expand ngi(f) to Zf (f) = Zf Y L= f1=3, Zf[[(x —v) [ f].

Hence, we aim to evaluate the inner sum ) | f[[(x —v)! | f]. Observe that its value is
equal to the number of polynomials in M, with a zero at v of multiplicity at least i. Accord-
ing to Lemma 3.4, this number is precisely ¢"~". Hence, )" 2 elx— Wfl=Y, 9"
Furthermore, since v is arbitrary, the sum )" ¢"~' simplifies to [F| - ¢"~" = ¢"~"*.

We conclude that 3. §;(f) = 3, X[ (x — W fl = Y,47 = ¢, and the

expectation follows immediately:

Ezm] =Y Y o) =gy g = 1L
i=1 f i=1 q 1

It remains to show that the asymptotic expectation is q/(q — 1). Theorem 3.22 states
that Z(n) Lz~ NBin(q,1 —q7*) asn — oo. Thus, the expectation of lim, ., E[Z(n)]
and E[ Z] coincides, where E[ Z] = q/(q — 1), according to Fact 1.23. [ |

As mentioned previously, if ¢ approaches infinity in addition to n, the expectation
tends to lim_, ., E[Z] = 1. However, even for small  and n, the average number of ze-
ros of a polynomial is small: We observe that E[ Z(n)] is monotonically increasing in .
Thus, is it sufficient to consider the asymptotic mean and compute max, (E[Z]) to find
max, ,(E[Z(n)]). Since max, (E[Z]) £ max,(q/(q — 1)) = 2, we conclude that the av-
erage number of zeros is always at most 2. Although this upper bound is asymptotically
tight, there are non and g such that E[ Z(n)] = 2.

Finally, we provide the variance of the number of total zeros. As n and q tend to infin-
ity, the variance again converges to 1. Besides, the asymptotic case is once again implied
by Z ~ NBin(q,1 — q'). Thus, we focus on Z(n). We remark that Knopfmacher and
Knopfmacher [KK90] state the variance, but it is incorrect. This is due to a mistake in
splitting a sum inside their proof. Below, we state the correct variance and further de-
tails in the proof, whose structure we adopt from [KK90].

Theorem3.24 ([KK90]). Foralln € N, thevarianceof Z(n)isVar[ Z(n)] = q(q_ql_zg_(f)zz_nnq_n).

Moreover, the asymptotic variance equals Var[ Z] = (q/(q — 1))*asn — co.
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Proof ([KK90]). The reader should be roughly familiar with the proof of Theorem 3.23 and
the proof on pages 4-5 of [KK90]. Nevertheless, we also outline the latter proof. We recall
that the functions N* and N; in [KK90] correspond to { and {;, respectively. Furthermore,
we format equations from [KK90] in parentheses and a sans-serif letterform and under-
line the number, e.g., (3.5).

Letf € M,. The variance satisfies Var[Z(n)] = E[Z(n)*] — E[Z(n)]*. Hence, it
suffices to compute E[ Z(n)*] = ¢7" Zf C(f)*. Werecall that {(f) = Y7 {i(f), which

implies that Zf C(fH)r= Zf(Z?:I Z.(f))*. The authors expand the inner sum to

(Se0) =Y a0 +23 3 4050 5

i=1 j=i+1

To determine ) | Z;l:m G;(HG(f), the authors distinguish two cases, i +j < nand

i+ j > n. This way, they establish two separate formulae, in (3 (_) and (3.4), respectively.
. . 5 n

In equation (3.6), they split the sum Z]. into two parts, Z] .y, and Z} _isp tOPlUg
in these deduced formulae. However, it is p0551ble for the latter sum to “start” before the
former. This happensifn —i+ 1< i+ 1(i.e.,ifi > n/2). In that case, the former sum is
empty. But more importantly, besides the indicesi+1,i+2, ..., n, the sum(s) additionally
consideri,i—1,...,n —i+1.

Fortunately, there is a simple remedy for this problem: We adjust the bounds of the
sumsto Y "7 and Z;’zmax{n_i’i} ., Using Mathematica [Wol], we obtain the following

j=i+1
results®: The correct equation (3.6) is

q)q— max{i,n—i}—i+1 4 ql—i 4 qz—zi _ ql—zi _ ql—n

'S Z Z GO =

j=i+1 q -1
% if2i>n
= q(_q—zi + q—i + ql—Zi _ ql—n) |
q— 1 else.

We infer the correct variance by plugging the correct equation (3.6) in the residual
parts of the proof in [KK90]. Summing over all i yields equation (3.7):

., ( _q)qB —2[n/2] +nq1 n_2g qz n+2q2
q Z;];Q(f)é(f (q—DXq+1) 63

- AAmeT [g] o
(g —=1*(q+1) 2 '

Recall that the inner sum in the second raw moment E[ Z(n)*] = ¢ Zf(Z:’zl ()
is split according to Equation 3.2. There, the single sum is established in (3.5), and we

> For the sake of clarity, we omit the arguments of the sums.
¢We attached the Mathematica notebook with the performed computations to the CD.
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computed the double sum in Equation 3.3. Hence, combining both results yields the cor-
rect second raw moment

Bz =Y Y a2 Y Y Y 4

foi=1 f =l j=itl
_ (-2 -1 +q@2Qg+9") —5))
(q—1)?
q (1= g2 —2g72"2 — 247" (¢* — 1)[n/2])
+ .
(q+1)(q—1)

We finally obtain the variance

qz _ qZ—Zn B (qz _ 1) (Zn _ Zq + l)ql—n
(q—1)? (g —=D*q+1)
q (Zqz—zrnm +(q— l)q—ztn/zJ) [
B @—D@+D -2 3]

Var[ Z(n)] =

by combining the second raw moment and the squared expectation from Theorem 3.23.
To eliminate the floor and ceiling functions, we distinguish whether n is even or odd.
Let m € Z such that either n = 2m or n = 2m + 1. The variance simplifies to

q(q _ q1—4m _ qu2—2m + qu—Zm)

-1 ifn=2m
Var[Z(n)] = q—4m ((1 + Zm)qZVn —1—(1+ Zm)q2+2m + q2+4m) '
ifn=2m+1
(g —1)7*
th1(@—q"" — (¢ —Dng")
(q — 1) '

It can be seen that (1) holds by substituting » with 2m and 2m + 1 each.
Finally, the asymptotic variance lim,_, . Var[Z(n)] = Var[Z] agrees with [KK90].
Fact 1.23 and Theorem 3.22 imply that Var[ Z] = (q/(q — 1))>. [ |

Notice that Var[ Z] = E[ Z]?. It follows that if ¢ and n approach infinity, the variance
also tends to E[ Z]* = 1* = 1. Regarding an upper bound on the variance for all ¢ and
n, it can be shown that Var[ Z(n) ] is monotonically increasing in n. Thus, the asymptotic
variance implies that Var[ Z(n)] < maxq(IE[Z]Z) = 2% = 4is an asymptotically tight
upper bound for all g and ».

3.4 The Positions of Zeros

In this final section, we analyze the number of (monic) polynomials in terms of their dis-
tinct zeros. Thus, we neglect multiplicities and only count the number of positions with
zeros. For instance, the polynomial x°(x — 1)* has two distinct zeros, viz., x = 0 and
x = 1. Recall that some position v is a zero of a polynomial f if the term x — v occurs in
the decomposition of f. This, on the other hand, is the case if the multiplicity of v is at
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least 1. Thus, we can use the results from Section 3.3 to derive formulae that only count
positions.

The structure of this section is (more or less) identical to Section 3.3: We start by
counting distinct zeros in different ways. Then, we analyze the random variable of the
number of distinct zeros, where we consider its asymptotic behavior, expectation, and
variance. We remark that these quantities are also stated in [KK90].

Lemma 3.4 provides the number of polynomials with zeros at v with multiplicities of
atleast s. Using s = 1', we count polynomials with zeros at v and obtain the equivalent of
Theorem 3.13:

Theorem3.25. Foralln, ¢ € Ny suchthat ¢ < nand for all pairwise distinctv,, ..., v, € F, the
number of monic polynomials of degree n with zeros atv,, ... , vy equals ¢"~*.

Proof. The theorem follows immediately from Lemma 3.4 with s = 1°. [

At the end of Section 3.2, we imposed the restriction that zeros may occur only at the
{ positions v,, ..., v;. The number of such polynomials can be found in Theorem 3.15. To
prove that theorem, we suggested counting the number of different polynomials g of de-
gree n — k that are zero-free. This ensures that the remaining positions are not zeros
and that the multiplicities of the zeros at v do not increase. Since we neglect multiplici-
ties in this chapter, we must only ensure the former, i.e., that no zeros are introduced at
positions that are not in v. Thus, g can have zeros but only at positions in v.

Theorem3.26. Foralln, { € N and for all pairwise distinct positions v,, ..., v, € F, the num-
ber of all monic polynomials of degree n with zeros at, and only at, the { positions v,, ..., v, equals
Zi(n) = Z;,(n) = g Z:':_OQ (17 (=1)iq~". Moreover, if n > g, the function simplifies to
Z: (n) = qn—e'(l _ q—1)q—e_

Proof. Let v, ..., v, be arbitrary but fixed, and let f € M, have zeros at, and only at,
the € specified positions. We use generating functions and proceed similarly to previous
proofs, such as Theorem 3.13.

To ensure thatf has zeros inv, we constructf = g Hle (x—v;), wheredeg(g) = n—L.
To ensure that f does not have zeros at the remaining g — € positions, g must have zeros
thatare only inv.

Let G denote the multiplicative semigroup generated by all non-linear irreducible
polynomials and the {linear ones x—v', where v’ € v. Asbefore, we modify (1—z)~?from
M (z) to disregard all positions not in v. Since there are q positions in total, we obtain

o0 n —E . ‘
G(z) = (1-2)"'M(2) = ) (Z (q i )(—qu”‘l) z".
n=0 \i=0

We conclude that the number of different g and, hence, the number of feasible f equals
Gn— 2) — [Zn_E]G(Z) — qn—€ Z:l:_cf (q;E)(—I)iq_i.

Ifn—€ > q— ¢ thatis, if n > ¢, the binomial formula is complete, and the sum
simplifies to Z::cf (‘1;8) (-1)ig =1 —q " -

Atthe beginning of Section 3.3, we relaxed Theorem 3.13 by neglecting the actual mul-
tiplicities of the zeros atv,, ..., v;. For the remainder of that section, we only required that
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the sum of all multiplicities at v equals some predetermined value k. By specifying all
positions in v, we covered all multiplicities. Thus, we obtained Theorem 3.19, which states
the number of polynomials with k zeros in total. Since we disregard multiplicities in this
section, we do not need to exhaust all ¢ multiplicities to obtain the number of polynomi-
als with a total of { distinct zeros. We solely need to count how many ways exist to select
0 < q positions. Selecting positions is simpler than selecting multiplicities because the
former are pairwise distinct.

Fact3.27. Let{,q € N,. The number of ways to choose { distinct elements from a set with
q elements disregarding their order equals ({).

Since we count polynomials with a certain total number of distinct zeros, we hence-
forth use variable k instead of € to be consistent with the previous Section 3.3, such as in
Theorem 3.19.

By combining Theorem 3.26 and Fact 3.27, we obtain the “distinct” variant of Theo-
rem 3.19. This theorem appears in [KK90] and is therein proven using generating func-
tions, similar to Theorem 3.19.

Theorem 3.28 ([KK90]). Foralln, k € N suchthatk < n, the number of monic polynomials of
degree n with exactly k distinct zeros is Z* (k, n) := (})Z;(n) = ()q"* Z::f (q:k) (—1)iq~".
Moreover, if n > q, the function simplifiesto Z* (k,n) = (})q" (1 — g7H)7*.

Proof. The theorem directly follows from combining Theorem 3.26 and Fact 3.27. [

We mention that in Theorem 3.28, Z*(k, n) can be defined through Z; (n), although
no positions in v are specified. This is because Z; only uses them to derive the quantity
lv| = €, which we explicitly state in Z*, namely, in the first argument.

The remainder of this section is dedicated to the random variable Z* (n) concerning
the number of distinct zeros. As in the previous section, we analyze its asymptotic behav-
ior. We determine that Z*(n) has a binomial limit. Besides, both its mean and variance
are independent of n, with the expectation equaling 1 regardless of n (unless n = 0).

Firstly, we consider the probability of obtaining a polynomial with a certain number
of distinct zeros:

Corollary 3.29. Foralln,k € N suchthatk < n, let Z* (n) denote the random variable of the
number of distinct zeros of a random (monic) polynomial of degree n. Then, the PMF of Z* (n)
equals Pr[Z*(n) = k] = (})q7* Zlnz_ok (45 (=1)iq". Moreover, if n > q, the PMF simplifies
toPr[2*(n) =kl = (})g* @ —q )™

Unlike previous PMFs, the PMF of Z* (n) takes its simplified form independently of k.
Moreover, ({)qg*(1—q™)77* = (1) (¢7")*(1— ¢7")4" is the PMF of the binomial distribu-
tion Bin(q, ¢'), according to Definition 1.18. Thus, Z* (n) follows a binomial distribution
for almost all n (if we consider ¢ fixed), which Knopfmacher and Knopfmacher [KK90] also
observed.

Observation 3.30 ([KK90]). The random variable Z*(n) follows the binomial distribution
Bin(q,q7") ifn > q.
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Since Z*(n) follows Bin(q, ¢~ ") for almost all n, it follows this distribution in partic-
ular for all sufficiently large n. More precisely, the sequence (Z*(n)),cnz2« coincides with
(X),enz1, where X ~ Bin(q,q7"). Hence, we conclude that Z*(n) has a binomial limit.

Let Z* denote the limit distribution of Z*(n) as n approaches infinity.

Theorem 3.31. The sequence (Z* (n) )nen, Converges in distribution to Z* ~ Bin(q,q").

Proof. Let F,(k) and F(k) denote the CDF of Z*(n) and Z*, respectively. Also, assume
that Z* ~ Bin(q, ¢ ') and that q is arbitrary but fixed. It is particularly easy to show that
lim, . F,(k) = F(k) for all k > 0 because the PMFs of Z*(n) and Z* coincide for all
n > q. Hence, F, (k) = F(k) foralln > ¢, and the claim follows. [ |

We conclude this section and chapter with the expectation and variance of Z*(n).
Knopfmacher and Knopfmacher state these values in [KK90]. However, they give no
proofbecause their results follow from more general ones determined by Schmidt [Sch76].
Schmidt examines the zeros of multivariate polynomials over finite fields. His results on
the expectation and variance concern polynomials in m € N variables, however, only of
a positive (total) degree. Thus, we remark that if n = 0, the expectation is O because all
units have the same number of zeros, namely, 0. Since all polynomials have that same
number of zeros, the variance is 0, too. Furthermore, it is also 0 if n = 1 because each
linear polynomial x — v has exactly one zero, namely, v.

Theorem 3.32 ([KK90]). Foralln € N, the expected value of Z* (n) is E[ Z*(n)] = [n > 1].

Proof ([Sch76]). 1f n = 0, the expectation is O because all units are zero-free. The remain-
ing case, n > 1, is proven in [Sch76] for polynomials in m variables. Schmidt determines
that the expectation is ¢"~*. Since we consider univariate polynomials in this thesis, we
setm =landobtain E[Z*(n)] = ¢! = 1. [ |

Because the expected value is the same for all but one », its asymptotic behavior is
E[Z*] = 1, and we do not explicitly state it in Theorem 3.32. This result also follows from
the expectation of Bin(q, ¢~"), which is gq¢~' = 1 [KK90].

The variance Var[ Z*(n)] is not constant but only depends on q. As mentioned above,
if n < 1, the variance is 0. We note that Schmidt does not consider the case n = 1 sepa-
rately, although the formula provided in [Sch76] only holds if n > 2.

Theorem 3.33 ([KK90]). Foralln € N, the variance of the random variable Z* (n) is equal to
Var[Z*(n)] = [n > 2](1—q 7).

Proof ([Sch76]). If n = 0, all polynomials are zero-free. Likewise, all polynomials have
exactly one zero if n = 1. Thus, the variance is O in both cases. The remaining case, n > 2,
is proven in [Sch76] for multivariate polynomials in m variables. Schmidt determines that
thevariance is "' —¢"~%, which simplifiesto¢" ' —¢*"* = 1—q 'inourcasem = 1. W

Once again, the asymptotic variance Var[ Z*] can be directly obtained from the distri-
bution Bin(q, ¢7*) [KK90]. When q tends to infinity, the (asymptotic) variance converges
tolim,_, . (1—q™") = 1. Since Var[ Z*(n)] is monotonically increasing in ¢, an asymptot-
ically tight upper bound on the variance is 1 for all n and q.



Exact Detection Probabilities of Adversaries in
Combined Attacks

In this chapter, we address the work by Berndt et al. [BEF*23] and improve a result therein
about the probability that an adversary is not detected when introducing faults. Coun-
termeasures based on polynomial sharing have proven useful to protect against fault and
leakage attacks in cryptographic implementations, e.g., [CPR13; SFES18]. Recall that we
introduced polynomial sharing in Section 1.6 of Chapter 1. Berndt et al. [BEF*23] pro-
pose a framework that addresses combined attacks, i.e., attacks both passive and active. In
passive attacks, an adversary only observes side-channel information about the compu-
tation, e.g., by probing wires. In active attacks, on the other hand, an adversary alters
(values in) the computation, e.g., by inserting faults [BEF*23]. Furthermore, the frame-
work from Berndt et al. addresses adaptive attacks, i.e., attacks introducing faults based
on previously conducted probing. Their work improves many previous ones, which only
considered non-adaptive adversaries. The authors establish security notions applicable
to adaptive adversaries and present new compilers that reduce the required randomness
and number of shares.

Given an arithmetic circuit over F := F , Berndt et al.’s approach replaces gates with
so-called gadgets, which use encodings of a field element rather than the actual element
itself. For instance, a gate computing usual addition has two input wires and one output
wire, where the value of the output wire is the sum of both values corresponding to the
input wires. The corresponding gadget takes two sharings as input and outputs a sharing
such that its secret equals the sum of the secrets of both input sharings. We usually use
the term sharing instead of encoding. An adversary probing an intermediate wire then
solely obtains a share of the protected value. In addition, him actively faulting a wire, i.e.,
a share, likely renders the underlying sharing invalid due to the degree of the polynomial
being too high. More precisely, Berndt et al. focus on the detection of errors rather than
their correction. They consider n-sharings of polynomials of degree d < n, and call a shar-
ing invalid if, and only if, the degree of its underlying polynomial is greater than d. Thus,
The authors must ensure that errors do not vanish. To be consistent with [BEF*23], we
consider n-sharings of polynomials of degree d < n, and we adopt their definition of
(in)valid sharings. An adversary can introduce up to e € N, errors. Berndt et al. show
thatn = d+ e+ 1shares are necessary and sufficient to protect circuits against combined
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attacks. Thus, they assume that n > d + e + 1 throughout the paper, which we adopt.

Asalready mentioned above, we improve a resultin [BEF*23], stated in Fact 4.2, about
the probability that an adversary is not detected when introducing faults, in other words,
that he remains undetected if the degree of the polynomial corresponding to the output
of a gadget is at most d, although the secret is incorrect. We state the improved version
in Theorem 4.18. We assume that the reader is (roughly) familiar with the paper [BEF*23]
or with its concepts. The proof of Fact 4.2 should be known, however, we sketch it at the
beginning of Section 4.1.

For the sake of convenience, we first restate the authors’ definition of fault robust-
ness.

Definition 4.1 (e-f-robust [ABEO24; BEF*23]). A gadget G with two input sharings and one
output sharing is e-fault-robust with respect to a class of faults 7 if for any valid encodings
x 1= (%)) and x” := (X{);cp,y, theoutputy == ()i < G(x,x) isalsovalid. Further,
it holds for any fault vectors v := (v,)ic,, V' = (V) igpny, and T € A(F) with |T| < eand
i +wi+ W) ic < TIGl(x+v,x" +V'), that there are numbers t, and t, with t, +t, < |T|
such that

1. weight(w) € [0, t,]U [|weight(v+ V") —¢,|, weight(v +v") + t,], where weight gives
the number of non-zero elements of a vector;

2. and (W});c, is the zero vector or produced by the following random experiment: A
polynomial p’ € P.,_, is chosen such that the coefficients p), |, p} ,, ..., b, are
chosen uniformly at random from F. Then, (W});c,;; := (0 (&) icn)-

We interpret the fault vectors as n-sharings and thus associate the sharings w and w’ with
the polynomials p and p’, respectively, at pairwise distinct nodes «, ..., &, € F.

We may interpret adding faults v and v’ to the inputs x and x’, respectively, as well
as inside the gadget (except for gates corresponding to non-linear operations) as faulting
the output sharing y of G by adding the fault vector w. This is due to the “linear” nature
of polynomial sharing. Since faults at the inputs of the gadget and inside the gadget can
cancel out each other, it can happen that weight(w) € [| weight(v +v") — t,|, weight(v +
V') + t;]. The absolute value of the left endpoint is needed because there may be more
faults at the inputs than inside the gadget and vice versa. The second fault vector w’
corresponds to faults introduced at non-constant, i.e., binary, multiplication gates. By
definition of polynomial multiplication, the higher-order coefficients p;,, ps,,, -.- of the
product polynomial p are each a combination of the lower-order coefficients of x°, ... , x*
of both factor polynomials. Since the adversary cannot probe all these lower-order co-
efficients, the higher-order coefficients of p are essentially random’ from the view of an
adversary.

Berndt et al. [BEF*23] establish upper bounds on the probability that an adversary
generates a valid sharing of an invalid value, i.e., the adversary is not detected when in-
troducing faults. Their theorem is as follows:

Fact 4.2 (Theorem 4 in [BEF*23]). If a circuit is e-fault-robust, the probability thats < e
faults can produce a valid encoding of an invalid value is at most ¢°~¢~* in the case of non-
adaptive attackers and ¢*~¢(d + e + 1)" for all t; < s in the case of adaptive attackers.

"The product of two random polynomials in ®; is not random over P,;.
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Throughout this chapter, we refer to Fact 4.2 as Theorem 4 (formatted in sans-serif
and without chapter number).

In Section 4.1, we mention that three quantities established in the proof of Theorem 4
are not exact but upper (or lower) bounds. Thus, we establish the exact figures.

In Section 4.2, we improve the authors’ theorem by stating the exact probabilities in
both the non-adaptive and adaptive cases. Regarding the latter case, although our for-
mula gives the exact probability, it is not in closed form. This stems from the fact that it
includes the PMF of a random variable that is a priori difficult to analyze.

Finally, in Section 4.3, we provide several upper bounds on the probability in the
adaptive case, e.g., by replacing ¢, + t, with s since t; + ¢, < s. These formulae include
fewer terms than the exact formula, and they are in a closed form. This facilitates using
them in other applications where the exact probability is not required. We also argue that
one of the given upper bounds is tight. Furthermore, we present an improved version of
Theorem 4 in Theorem 4.18. Lastly, we compare the improved theorem with the original
one and conclude that our upper bound yields a proper improvement over theirs.

41 Notes on the Original Theorem

Before we improve Theorem 4, we first remark that three quantities stated by Berndt et al.
in the proof of Theorem 4 are upper or lower bounds rather than exact figures. Further-
more, one upper bound was derived incorrectly. Nevertheless, this upper bound and the
entire Theorem 4 are still valid.

We first sketch the proof of Theorem 4. Berndt et al. establish the upper bound ¢°—¢*
in the case of non-adaptive adversaries by computing the probability that all higher-order
coefficients of p’ are O, which they state as ¢ *~*. In Lemma 4.10, we prove that the exact
probability is ¢*+2" < ¢*=°~!. In the adaptive case, it can occur that the higher-order
coefficients of p and p’ cancel out each other when both polynomials are added. The au-
thors compute the probability of that happening by comparing the number of different
p with the number of different p’. They state the number of the former and the latter as
(Z)qtl and ¢° %, respectively. These numbers are upper bounds and lower bounds, respec-
tively. Then, they divide the former by the latter to determine the probability ¢"*t%~¢n
that some p matching the polynomial p’ exists such that the higher-order coefficients of
p + p’ vanish. Finally, the term ¢*~¢(d + e + 1)% is used to bound ¢"*>~“n" from above,
which, however, does not hold: We consider both factors, ¢"t2~¢ and n". Regarding the
former, bounding ¢"*27¢ by ¢°~¢ from above is valid because t, + t, < s. Regarding the
latter, substituting n with d + e + 1, however, yields a lower bound sincen > d + ¢ + 1.
That is, (d + e + 1) < n". The upper bound on the first factor ¢1*2¢ < ¢*¢ cannot
compensate for this because if t, + ¢, = s, the upper bound is tight, although » can still
be largerthand + ¢ + 1.

Nevertheless, one may wonder if the final bound ¢°~¢(d+e+1)" yields a feasible upper
bound on the actual probability. In Remark 4.17, we answer in the affirmative, hence,
Theorem 4 is valid.

We further elaborate on the exact numbers of different p and p’. Firstly, we regard
the number of possible polynomials p’. We recall that p’ is the polynomial defining the
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sharing w', which captures faults introduced at multiplication gates or other non-linear
ones. In the proof, the authors give this number as ¢* 2, which we conceive as an exact
figure since the authors say that “the number of different polynomials possible for [p'] is
q°~".” We emphasize that this number is only a loose lower bound. We also recall that
n > d+ e+ 1, whered + e + 1is the minimum number of shares required to protect
against adversaries who can probe d wires and fault e wires.

Lemma 4.3. The number of different polynomials p’ equals g" 211 > ¢¢5.

Proof. By construction, p’ is a polynomial of degree at most n — t, with random higher-
order coefficients pj,, ..., p,_; . Theorem 1.45 states that |P.,_, | = ¢"~"*'. Thus, there
are ¢""%*! different p’, regardless of whether the higher-order coefficients are randomly
sampled. Since n > d + ¢, we obtain the lower bound ¢"~%*! > ¢@+9~%+1, We conclude
that ¢ % is aloose lower bound becaused + e —t, + 1 > e — t,. |

We turn to polynomial p, which corresponds to the sharing w combining the input
faults and the faults at linear gates inside the gadget. The authors specify the number of
different p as (Z )q", which we also understand as an exact figure. Since the authors do
no elaborate on the derivation of the formula, we suppose that by using the term ¢" (which
equals |F|") rather than (q — 1)% (which equals |F \ {0}|"), they account for the fact that
at most t; faults occur. This allows them to introduce no faults at certain selected shares.
In particular, (Z)qtl counts the number of ways of choosing ¢, shares from n possible ones

to add ¢, (vanishing) faults from F there. Thus, the formula (Z)qtl sometimes counts the
“same” faulting twice, namely, when no faults occur at two different chosen shares.

Example 4.4. Lett, = 2 and consider the two pairs of chosen nodes («,, &,) = (1,2), as
well as (aj, &;) = (1,3). The only non-zero fault, say, €, occurs at node a; = a; = 1. Since
no fault is introduced at nodes 2 and 3, both faultings constitute the same fault vector,
namely, (¢,0, ...,0). The formula distinguishes them because we chose different nodes.

The formula counts twice as soon as we can introduce no fault at a node in the cho-
sen node vector. The formula counting the exact number of different p should count the
actual number of faults. Remember that at most ¢, shares are faulted. The exact formula,
therefore, is:

Observation 4.5. Po; alln,t, € N,, the number of ways to introduce at most ¢, faults into
ann-sharingis ) '  (?)(q—1'".

The summand (’:) counts the number of ways of choosing the i fault nodes, i.e., i
elements from a. The term (g — 1) counts the number of ways to fault i nodes. We stress
that we introduce exactly i faults since the value O is prohibited.

However, as the authors establish an upper bound and (Z)qtl overestimates the actual
number of different p, as shown below, this turns out not to be a problem, and Theorem 4
remains valid.

Theorem 4.6. Forallq € N2, n € [0, 4], andt, € [0, n], the formula (] )q" provides an upper
bound on the number of different p, i.e, L (1) (g — 1)’ < (£)q" holds.
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Proof. We prove the claim by showing that for every combination considered by the left-
hand side of the inequality, a corresponding one exists considered by the right-hand side.

Leta = (&)ic;) € F” be the vector of nodes, let p = (0jery € & be the vector
of nodes where a fault occurs, and denote by ¢ := (&)iery € (F\ {0})' the fault vec-
tor comprising the fault values at the i nodes in p. We stress that the number of faults
need not be exactly ¢, but rather is between O and t;,. Let m = {(p;, &), ..., {0, &)} be
the set of node-value fault pairs, considered by the sum on the left-hand side. Likewise,
let 7" = {{o}, &), .., (0L, €0} be the set of node-value pairs that corresponds to possi-
ble faults, considered by the formula on the right-hand side, where p’ = (p]f)]-e[tl] and
¢’ € Fh. Furthermore, let ITand I'T" be the sets of possible 77 and 7', respectively.

We show that for every 77, there exists a corresponding 7r" that represents the same
faulting by giving an injective mapping ¢: I — IT', 7t — 7t’. The mapping constructs
7t" from 7t by “faulting” the remaining ¢, — i positions with 0. More precisely,

PUT) = PPy &), -, (0 €))
é {(py 81)/ ARV <pi/ 6i>/ <p1{+1/ £;+1>/ ey <p;1/ gtl'l>}
= {<,01/ 81)/ ey <pi/ ‘gi)/ <p1/ O)/ ey <pt1_i/ O>}/

where (0)ic,—iy = « \ p. The function ¢ is one-to-one because none of the ¢; € ¢
is 0. Thus, the original set 7t can be recovered by removing the t, — i appended pairs
(01,0), -+, (s _i, O) from ¢(7r). From the injectivity of ¢, we conclude that [I1| < [IT'|.
Since [I1] = Z?:O (M) (@—1Diand |IT'| = (Z)qtl, the claim follows. [

It follows that, once the adversary introduces faults but not at every node, that is,
t, € [n—1], thereis a combination that the formula (Z )q" counts twice. This implies that
the inequality in Theorem 4.6 is tight if, and only if, t, = O ort, = n, where the latter case
cannot occur since t; < n.

Corollary 4.7. Equality between Y _ (})(q—1)" and (1)d" holdsif andonlyif t; = Oort, = n.

Proof. We consider all three cases, viz.,t; = 0,t, = n,and t; € [n — 1], separately, and
we begin with t;, = 0.

Ift, = 0, we have Z?zo M@-1'=()@-1°=1= ()¢

Likewise, if t, = n, the binomial formula, which the sum represents, is complete, and
weobtain ). (1) (q—D'= Y, (1)@ -DT"=((q-D+1D"=7q"= (})7"

Finally, ift, € [n — 1], then according to Example 4.4, we can always choose two dif-
ferent nodes (since t; < n) and not fault there. They count as two combinations, neverthe-
less. More precisely and by referring to the proof of Theorem 4.6, for alli € [0, t, — 1], we
do not fault at the remaining t;, —inodes o}, , ..., o1, i.e., we setall ¢}, ,, ..., & to 0. Since
t; < n, there exists a node a; € a which is neither in p nor in p". Hence, replacing any of
the remaining nodes with a;, say, p; , yields a different combination because p’ changed.
However, since ¢; = O, substituting &, for p; leaves the faulting unchanged. [

Finally, to obtain an upper bound on the probability in the adaptive case, Berndt et
al. divide the number of different p by the number of different p’. We note that there are
cases with more pthanp’, hence, the bound can exceed 1. In general, there are sometimes
more p than p’ and vice versa.

—46—
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Example4.8. Letq = 23,t, = 14,t, = 4,andd = 1. Withn = t, +t, +d +1 = 20, we have
morepthanp’,namely, ! (7)(g—1)' ~ 2.65-10% > 1.41-10% ~ q"~%*!, whereas with
n = q —1 = 22, we have less p than p’, namely, approximately 2.14 - 10* < 7.46 - 10%.

4.2 Establishing Exact Probabilities

In this section, we improve Theorem 4 by providing exact probabilities rather than upper
bounds in case the adversary is not adaptive and when he is. We first consider the case
where the adversary is non-adaptive. As the authors have already observed, either p or p’
may be assumed to be zero in this case. We give the exact probabilities, first if p’ is zero
and thenifpis.

Ifp’ is zero, an adversary introducing faults into the computation is always detected.

Fact 4.9 ([BEF*23]). If the adversary is non-adaptive and p’ = 0, the output sharing is
always invalid or p = 0.

Since we use the reason why Fact 4.9 holds later on, we recall it: If at most t; faults
occur, p has atleast n — t; > d zeros or p = 0. The former implies deg(p) > n —t, > d,
according to Fact 1.41. Then, the sharing is invalid. The latter, however, implies that no
fault occurred.

Next, we consider the second case, that is, if p = O instead. In this case, the sharing
may be valid but only if p’ is also zero. Berndt et al. give an upper bound on the probability
that p’ is zero, namely, ¢ *"'. Here, e > t, + t, is an upper bound on the number of
faults an adversary can introduce, and s > t; + t, equals the actual number of introduced
faults. We determine the exact probability that p’ is zero below by adapting the proof
from [BEF*23]:

Lemma 4.10. Ifthe adversary is non-adaptive and p = O, the probability that the output sharing
isvalidis ¢t < ¢\,

n—t,

Proof ([BEF*23]). By construction, we can write p’ as p’(x) = Y~ pjx*. Recall that the
output sharing is valid if, and only if, deg(p’) < d because we assumed thatp = 0.
Further, the higher-order coefficients of p" are randomly sampled. Thus, p’ is valid if, and
only if, /\Z;ZZH (p, = 0). Since all coefficients are sampled uniformly and independently,

the probability that p’ is valid is Pr[ /\Z;;2+I(p,; =0)] = HZ;;ZH g = ¢,
Finally, we show that ¢*~¢"' yields an upper bound. Sincen > d +e+1andt, < s, we

deduce that g#tt < gits—(@retD) = gs—e-1, .

We have completed analyzing the non-adaptive case and now turn to the more so-
phisticated one where the adversary is adaptive. To simplify computations, we hence-
forth assume that p is invalid, i.e., deg(p) > d. This is reasonable because otherwise,
i.e.,if deg(p) < d, the polynomial p must be zero, which is implied by Observation 1.60
since at most s faults ensure that deg(p) > n —s > d. Butif p = 0, an adaptive adver-
sary can only use p’ to generate an invalid output sharing. Recall that p’ corresponds to
faults at multiplication gates. However, the higher-order coefficients of p’ are randomly
produced, according to Definition 4.1. Thus, whether p’ is invalid is independent of the
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faults that the adversary introduces. This means he cannot exploit having probed wires
beforehand and may thus be considered non-adaptive. In other words, the case p = O re-
duces to that of a non-adaptive adversary, in which case Lemma 4.10 gives the probability
of him not being detected.

Before we determine the probability of an adaptive adversary not being detected, we
state the part of the PMF of deg(p’) (treated as a random variable) that is relevant for us
as it will be of use in various places throughout the remainder of this chapter. According
to Definition 4.1, we can only give the exact PMF when deg(p’) > d + 1 because only
the higher-order coefficients of p’ are random. Fortunately, this range coincides with the
relevant part.

Lemma4.11. Foralli € [d + 1,n — t,], the probability that the degree of p’ equals i is precisely
Pr[deg(p’) =i] = (¢ — 1)¢"*="1. Moreover, Pr[deg(p’) > n —t,] = 0.

Proof. Leti = deg(p’) and recall that we have p'(x) = ZZ;? pix* by construction. It
immediately follows that deg(p’) > n — t, is impossible.

Thus, assume thati € [d+1,n—t,]. The degree of p’ is i if, and only if, the coefficient
p: does not vanish, but all coefficients above it do, i.e., p; # 0 and /\Z:ﬁrl(p,; = 0). Since
the higher-order coefficients are uniformly and independently, the former happens with
probability (¢ —1) /¢ and the latter with probability g~ ((*=2)=(+D+D — gi+h=n_ Finally, due
to the p;, being independent, the probability that both events occur is the product of the
two previous probabilities, namely, (¢ —1)/q - ¢ = (¢ — D¢ "L [

We are now ready to give the probability of an adaptive adversary not being detected.
For the sake of clarity, we let p* = p + p’, § = deg(p), 8’ = deg(p’), and 6% = deg(p™).
We mention that d is the degree of a regular, valid polynomial used to share a wire value.
Since the adversary can only probe d wires, choosing d as the degree is optimal.

Theorem 4.12. Ifthe adversary is adaptive, the probability that the output sharing is valid equals
qd+tz—2n (qt1+1 _ qtz) n—t,

=1 Z q Pr(deg(p) = i]. (4.1)
i=n—t

Proof. First, recall that &' > d does not necessarily hold, whereas we may always assume
that 6 > d holds. It should be clear that the adversary is not detected if, and only if,
0% < d. Since we add p and p’, it may happen that their higher-order terms cancel out
each other, thatis, 6* < d, although § > d or ¢’ > d. Otherwise, if 6+ > d, an adaptive
adversary is always detected. Fortunately, * < d can only happenif é = ¢’, accord-
ing to Fact 1.43. Using this observation, we analyze both cases separately and combine
them later using the law of total probability. More precisely, we separate the probability of
interest Pr[0* < d] into

Pr[6* <d] =Pr[6* <d|6=6]Pr[6=61+Pr[6* <d|6+5]Pr[d+ 5]

We begin with the easy case where § # §'. Then, the adversary cannot go unnoticed
since at least one of the higher-order coefficients pJ. , p;.,, ... does not vanish. This is
implied by Fact 1.43. More precisely, 67 is exactly max{J, 6’} > éif § # ¢’ and, therefore,
0t>6>n—1t, > (d+e) —e=d. Weconclude that Pr[é* < d | # '] = 0.

— 48—
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It remains to regard the case § = ', where we need to compute Pr[é* < d | = ']
and Pr[6 = ¢']. To evaluate probabilities regarding 6 = ¢', we evaluate the joint PMF
Pr[é = i A &' = i] over the common domain of § and ¢’. Since both random variables are
finite, it is sufficient to consideriin the set supp () Nsupp(d’). Berndt et al. have already
ascertained that equality can only occur in casen — t; < n — t,, i.e., if t; > t,, because
0 >n—t butd <n-—t,. We, hence, only consideri € [n—t,n—t,] C[d+1,n—t,].
The conditional probability of §* being at most d equals

n—t,
Pr[6t <d|6=0]= Z Pr[6* <d|6=iNAd =i]

1=n—t;

n—t, i
) /
= ) Pr[ (bj = —py)

i j=d+1

1=n—t
n—t, i—1
2y (50
= q
iz \ 1~ 1j:al+1

qd+1—n(qt1+1 _ qtz)
(@-1*

Pis pz{ ;é O}
(4.2)

=t =2t1

The second equality (1) holds since to achieve 6* < d, all coefficients p]_ , ..., p; must
vanish. Because p; = p; + p;, this requires p! = —p;. Moreover, the third equality (})
holds because the higher-order coefficients of p’ are chosen independently (of p). The
probability that p; = —p; equals g7" if j < i. In case of j = i, the probability is 1/(q — 1)
since we assume p;, p; # O.

Now that we have calculated Pr[6t < d | 6 = ¢'], it remains to establish Pr[é = ¢'].
Again, we evaluate the joint PMF. We use the fact that é and ¢’ are independent if ¢’ > d
and that we already obtained the PMF of 6’ when ¢’ € [d + 1,n —t,] in Lemma 4.11:

n—t,

Pr[§ =48] = Z Pr[6=iAd =i
i=n—t;
n—t,

= Z Pr[§ = i] Pr[& = i]
i=n—t;
n—t,

= Y Pr[d=il(q—Dgte!

i=n—t]
n—t,

=(q—-Dg=" ) ¢ Pr[s=1l.

i=n—t;

Because p depends on the adversary’s fault strategy, specifying the distribution of J is
difficult. For that reason, we provide universal upper bounds and argue that one bound
is tight in the next Section 4.3.
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Finally, we can combine all results and obtain the desired probability:

Pr(ét <d] =Pr[6* <d|5=61Pr[d =0+ r[(5+ <d|é#]Pr[é # ]
=Pr[é* <d|56=0]Pr[d =61+

d+1 ne i+l _ b n—t, ‘
=([[t12t]] (q ) (<q—1>qff"‘1 Y qlPr[(S:i])

I=n—t

d+t,—2n ( 4t +1 t,\ P—h
Qg —q2) ; .
= E "Pr[d =1],
q —1 i:n—th

where in the last row, we may omit the [t, > t, ] bracket due to the present sum. [

4.3 Upper Bounds and Comparison

In Theorem 4.12 of the previous Section 4.2, we determined the exact probability that an
adaptive adversary is not detected. In the established Equation 4.1, we could not simplify
the sum Z:;tz_ : q' Pr[6 = i] because the distribution of § depends on the adversary. Thus,
we present an upper bound on the aforementioned equation that holds regardless of the
adversary’s strategy. The following estimation comes in useful:

Observation 4.13. Forallg € N, a,b € N, such thata < b, and random variables X such
that [0, b] is a subset of its codomain, Z:’:a ¢Pr[X=1] < Zf:u ¢ Pr[X = i] < ¢" holds.

Applying Observation 4.13 to Equation 4.1 yields a universal upper estimate.

Theorem 4.14. If the adversary is adaptive, the probability that the output sharing is valid is at
most

qd+tz—2n (qt1+1 _ qtz) n—t,

q " Pr[6 = i]
-1 i;q

d+t,—2n ¢ b+l _ 4t
<[t >t q(q_1 q )qn_tz 1 4.3)
d—n t+1 t
(" —q?)
= > =: 1.
=t >t ]] -1 I

Pr[é* <d] <

Proof. We omit all [t; > t,] brackets because the chain of inequalities holds regardless.
The two inequalities in Equation 4.3 hold due to Observation 4.13, which implies that the
sum in Equation 4.1 can be bounded from above by

n—t, n—t, n—t,

Z qPr[d=1i] < Z Q"2 Pr[d =i] = q"" Z Pr[é =i] < q" .

i=n—t; i=n—t; i=n—t;

Thus, replacing the sum by either ¢~ )" * g , Prio =iJorq™ % yields the claimed chain
of inequalities. [
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With the universal upper bound I established, the question arises whether it is tight.
In the following, we argue that I is tight because an adversary is always able to choose
a polynomial p of suitable degree. Naturally, the greater the degree, the more likely it is
that a randomly chosen p’ is of said degree because i < i’ implies || < |?,|, but the less
likely it is that all necessary coefficients of p and p’ cancel out so that §* < d. Hence, an
adversary controlling p would certainly try to find the best trade-oft, i.e., he would choose
apwith § = argmax (Pr[é' =i A 6% < d|d = 1]). Infact, his choice is not restricted at
all because the probability is the same for all possible é. This is intuitively clear because an
increase of ¢’ by 1 requires an additional coefficient to cancel out to achieve §* < d. Thus,
the initial probability is multiplied by ¢ ~*. However, if the degree ¢’ increases by 1, there is
one coefficient less between p;,, and p;,_, that must vanish in order that p’ assumes that
degree. Since each coefficient vanishes with probability ¢! as well, both probabilities
cancel out.

Lemma 4.15. Foralli € [n — t,n — t,], the probability Pr[§' = i N 6T < d | 6 = i]isthe
same, namely, ¢*+=7",

Proof. To be able to use expressions that we have already determined, we first rewrite the
term Pr[é’ =i A 6T < d | = i] by applying the definition of conditional probability:

Pr[6' =iAST <d|6=i] 2 Pr[6t <d|6=iA& =i]Pr[6 =i =i]
=Pr[6t <d|5=iAd =i]Pr[8 =1].

The second equality holds because § and ¢ are independent when i > d + 1. Fortunately,
both factors are known, the former from Equation 4.2 and the latter from Lemma 4.11. We
recall that Pr[é* < d |5 =iAd =i] = ¢ /(qg—1)and Pr[§' = i] = (¢ —1)g"*2""L
We conclude that

qd+1—i

Pr[d' =iNdT <d|d=1i] = [=1 ((q _ l)qi+tz—n—1) = g+t

which is independent of i. [

Itisreasonable to assume that the adversary knows t, and t,. Consequently, the upper
bound Pr[é* < d] < Iin Equation 4.3 is tight if the adversary can choose § ad libitum,
i.e.,choosepsuchthatd € [n—t,n—t,]. Inthatcase, Pr[6 € [n—t,n—1t,]] =1,and
so is the sum Z::;Z_tl Pr[§ = i] in Equation 4.3. In other words, this is the best strategy
the adversary can pursue since the event 6* < d then only depends on the higher-order
coefficients of p’, which he cannot control. We recall that § depends on the number of
faults the adversary introduces into the computation. Consider the following example:
If the adversary introduces v = 4 faults using w, then 0 is at least n — 4 because w has at
least n—< = n—4 (distinct) zeros. However, it is uncertain that a suitable p exists for every
degree between n — 4 and n — 1. For instance, if t, happens to be 3, the adversary must
be able to choose p such that § < n — t, = n — 3, whereas it may be that w, including the
¥ = 4faults, corresponds to a polynomial of degree n—1. Nevertheless, the adversary can
always construct a sharing w with exactly v > 1faults that corresponds to a polynomial of
degreei € [n—7,n—1]foralli,i.e.,hecanchooseapwithé € [n—t, n—t,]. To prove this
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claim, we construct a polynomial of degree i whose n-sharing includes precisely y faults,
that is, y non-zero entries. The adversary can efficiently construct the polynomial and
evaluate it at all » nodes in « to obtain the sharing w, according to which he introduces
the y faults.

We show that for any degree i € [n — 7y, n — 1], there is a polynomial of degree i with
exactly n — <y distinct zeros at the nodes in &, i.e., with exactly <y faults.

Theorem 4.16. Forally € N="andforalli € [n — 7y, n — 1], there is a polynomial p of degree i
such that the corresponding n-sharing w = (p(&;)) <, Satisfies weight(w) = 1.

Proof. We construct p according to the requirements made tow. For the sake of simplicity,
letwy, ..., w, be the faults in w, that is, its non-zero elements. Thus, W, 41, -+, W, Vanish,
which implies thata,, ,, ..., &, are zeros of p. As previously done throughout Chapter 3,
this observation lets us constructpasp = g H;’Zv ., (x—a;). This construction guarantees
(until now) that w has at least n — 7y vanishing entries, viz., w, ,,, ..., w,. Thus, we must
define g in a way that guarantees that the remaining -y entries are non-zero, that is, g
must not introduce zeros there. Furthermore, since deg(p) = i and the degree of the
split product H;’=7+1(x —a;)isn—(y+1)+1 = n—1,thedegree of gmustbei— (n—7).
There are several options to define g so that both of the above-mentioned requirements
are satisfied. For instance, g(x) = (x — v)"™"*7 is feasible foranyv € F \ {a, ... S0}
because it only introduces a zero where p already is or that is not in . Since ¢ < g¢,

FN\Aay, .., a} # @ and, hence, such v always exists. [ |

In Section 4.1, we raised the following question concerning the final upper bound
in the proof of Theorem 4: Does the final upper bound ¢*~¢(d + e + 1)" yield a feasible
bound on the actual success probability of an adaptive adversary, stated in Equation 4.1,
although it does not on ¢"*2~¢n"? Now that we have established I, we can answer in the
affirmative:

Remark 4.17. The final bound ¢°~¢(d + e + 1) in Theorem 4 is feasible because it is at least
as great as . To see why, we first bound I from above by dropping its denominator, which
yields I < ¢*"(¢"*' — ¢). Substituting » and q* with d + ¢ + 1 and O, respectively,
further yields ¢* " (¢"*! — ¢%2) < q~*7'(¢"™! — 0) = ¢"*. It remains for us to show that
g < ¢ °(d + e + 1)%. Note that (d + e + 1) > 1. Thus, the previous inequality holds
since already ¢~ < ¢*~¢-1holds. Finally, we remark that the slightly different final bound
qit7¢(d + e + 1)4 is feasible too.

We present further upper bounds on I from Equation 4.3 and, accordingly, also on
Pr[0* < d] because simpler expressions suffice for certain applications. We use the pre-
existing inequalities 0 < t, < t; < s <e < nandt +t, < stobound the numerator of
I further from above. The established chain of inequalities is displayed in Figure 4.1. We
omit further bounds regarding the denominator ¢ — 1 of I and simply note that dropping
it yields a feasible upper bound.

In Section 4.2, we established exact formulae for the probability of an adversary re-
maining undetected in the non-adaptive and adaptive cases. For the latter, we also pro-
vided upper bounds and argued that I in Equation 4.3 is tight. Thus, we are ready to
present our improved version of Theorem 4.
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qd—n (qt1+1 _ qtz
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Figure 4.1: The chain of inequalities of the denominator of I in Equation 4.3. An arrow
pointing from A to B means that A < B. A squiggly arrow a ~~ b denotes substituting a

with b. Inequality (1) holds because ¢°*' — ¢ > ¢"*t2*! — g2 and ¢+t — g > ¢t — 1
is equivalent to (¢*!' — 1) (¢"» — 1) > 0, where both factors are non-negative.
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Theorem 4.18 (Improved Theorem 4 in [BEF*23]). Ifa circuitise-fault-robust, the probability that
s < e faults can produce a valid encoding of an invalid value is at most ¢*+2" < ¢*~*~1in the case
of non-adaptive attackers and

d+t,—2n 4+l _ oty Ph By gd—n(htl _ gt
T 200N giprdeg(py = i1 € T —90 < gremnggun
=7 q g(p 71 i
i=n—t;

forallt,, t, < sinthe case of adaptive attackers. Moreover, the first inequality (1) is tight.

Proof. The theorem follows immediately from combining Fact 4.9, Lemma 4.10, Theo-
rems 4.12 and 4.14, and Lemma 4.15. The last inequality holds since n > d + e and
t, > 0. |

Finally, we compare our upper bound I against the original one established by Berndt
et al. We recall that the authors’ final upper bound is ¢°¢(d + e + 1) and that it is valid,
according to Remark 4.17. We even use t; + t, instead of s, that is, we compare our bound
with ¢t27¢(d + e + 1)4.

Theorem 4.19. The upper bound I is at least (q — 1) (d + e + 1)" times as good as the original one
q°¢(d + e + 1) in Theorem 4.

Proof. Lety = d+e+1. Sincet, +t, <s,we have g"™2~¢u" < ¢°~°uh. Thus, itis sufficient

to consider the quotient of I and ¢" 27y and bound it from below:

qd—n(qt1+1 _ qtz) _ (q _ 1)qn+t1+tz—al—e‘ut‘1

qt1+tz—e‘ut1/ = n qt1+1 — qtz
S (q _ l)q(d+e+1)+t1+tz—d—e‘ut1
= qt1+1 _ qt2
_ (q _ 1)qt1+t2+1]/lt1
qt1+1 _ qtz
(;) (q _ I)qt1+0+1‘ut1
= qt1+1 _ qo
S (q _ 1)qt1+1‘utI
- qt1+1 —0
= (q — D"

Thus, g"*2¢uh is atleast (¢ — 1)y times as large as I. The inequality (1) holds because it
is equivalent to ¢*1*2(q> —1) / ((¢"™ —1) (¢ — ¢"*")) < Oand all four factors but ¢ — gh*?
are non-negative. This implies the left-hand side is non-positive. [

We note that Theorem 4.19 continues to hold if # = d + e + 1 is replaced by n. Thus, I
is at least (q — 1)n" times as good as ¢t ~¢n" < ¢*~°nh.

Our upper bound I demonstrates a proper improvement forallq¢ > 2 since both ratios
(q — 1)p' are strictly greater than 1. If ¢ = 2, thenn < lande,d < 0, i.e., the adversary
cannot introduce faults. Thus, it is justified to say that our upper bound always yields a
proper improvement.



Definitive Error Detection in the Double-Sharing
Setting

In a follow-up paper, Arnold et al. [ABEO24] modify the framework proposed by Berndt
etal. [BEF*23], which we covered in Chapter 4, to work with two secrets per sharing albeit
considering only additive faults and non-adaptive adversaries.

We assume familiarity with the concepts used in [ABEO24] (and [BEF*23]). To recall
the definition of fault-robustness, see Definition 4.1 on page 43. We remark that e and s
are henceforth called 0 and w, respectively. We again denote by d and n the degree of a
sharing polynomial and the number of parties, respectively. Throughout this chapter, we
refer to a polynomial of degree at most d simply as a polynomial of degree d. Furthermore,
the higher-order coefficients usually denote the coefficients of x" 7, ..., x"~*. Concerning
the (input) polynomials f and g, we call the corresponding sharings F := (F;);c(o,,_1; and
G = (Gy)igjon_1) and their four secrets: s,, s, 55, and s;. We embed the first secret in
the lowest-degree coefficient and the second in the highest coefficient, where s ., and s{
correspond to f and g, respectively, i.e., s, = f,, s, = fi, S5 = 9o, and s; = g;. Indices of
sharings and parties are zero-based to be consistent with [ABEO24].

As observed by the authors, share-wise operations on f and g, i.e., linear ones, con-
tinue to function with double sharings. In particular, we have coef(af +bg, 0) = as, + bs;,
and coef(af + bg,d) = as; + bs;, where a, b € F are constants. Hence, we focus on non-
linear operations.

In order to support different operations, as well as the combination and reordering
of secrets, Arnold et al. introduce so-called (¢,, ¢;)-gadgets. These gadgets operate on
F and G and return a sharing Q := (Q;)ig[o,,_y of a polynomial g of degree d such that
9o = Po(So, 51,50, 51) and q; = @;(so, 51, S0, 51)- Inside the ¢-gadgets, the authors utilize
{-functions to set the coefficients q, and q;, where Qi(fo’%) (F;, G;) is the share of party i for
party j of the polynomial ¢, (s, s, 55, 5;) + @;(So, 51,55, 5,)x?. Recall that coefficients of,
say, f, can be expressed using the inverse Vandermonde matrix as f, = Z:':_; AiF; In
order to add f; tox™, i.e., to obtain the polynomial f,x™, party i can multiply its share of f,

. . . e . n—1
by a}". Due to distributivity, the sharing (3., "/ A;, Fia” iclon1] corresponds to fx".

Examples 5.1. We provide three instantiations of ¢ = (¢,, ¢;)-functions together with
their corresponding {-functions. Further can be found in [ABEO24] on page 18.
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1. ¢ = (s, + 85,0): The {-function is E;f"'%) (F,, G;) = A;oF; + A, oG;. Since s, and s, are
the secrets at the constant terms f, and g,, we extract them using A, , and add them.

2. @ = (0,8, +s,): The (-function is (31.(,?0’%) (F;, G;) = (AioF; + A, 0G;)a]. Multiplying by
oc;?l adds the coefficient to g, instead of q,. Since a = 1, the term is omitted for g,

3. @ = (So+si,3s;5;): The (-functionis E;f""pl)(l-’i, G)) = (Ai,oFi+/\ildG,-)+(3/\i,2d(FiGi)oc;.’l).
The coefficient s;s; = f,g, is at position 2d in fg. Due to linearity, we multiply by 3.

The sharing Q corresponds to a polynomial of degree d because {-functions contribute
only to coefficients ¢, and ¢q;, which in turn are added to random polynomials of degree
d generated by ZEnc. More precisely, with q(x) = ZZ 0 q,x", the coefficients of ¢ are
Qo = Po(S0,51,50,51), 4 = P1(So,51,86,51), and q;, = Zi z\’ forallk € [d — 1], where
z" is the polynomial corresponding to the ZEnc-sharing computed by party i during the
execution of the ¢-gadget.

The degree of q always being d implies that an adversary faulting F or G is never de-
tected because the detection mechanism requires the degree of ¢ to exceed d. To restrain
the adversary from going unnoticed, the authors add an error propagation polynomial p to
q. Its construction should guarantee that ¢’ := q + p equals q if no fault occurred (i.e.,
o = 0)and that otherwise, deg(q’) > d. They define p via the n-sharing thatincludesall
higher-order coefficients of f'g’, namely, (coef(f'g’,n—1), ..., coef(f'g’,n—0),0,...,0).
To add p to g, the error propagation term E; ;F;G; is added to the (-function during the com-
putation, where E;; = [j < ¢]A;,_;_;. Since f and g are polynomials of degree d, the
degree of fg is 2d, according to Fact 1.43. If n > 2d + o, the higher-order terms at positions
n—o,...,n—1allvanishif, and onlyif, f' and g’ are valid. Here,f’ = f+{f andg' = g+°
include the “potential” fault polynomials ¢f and 9, respectively.

As already noticed in [ABEO24], a fault pair (Zf, Z?) exists for each pair (F;, G;) of
input shares such that F/G; = F,G; because p uses the product f'g’. This means that all
higher-order terms of f'g’ may vanish despite the adversary introducing faults. Suppose
the p-gadget computes a multiplication, such as (s,s;, ;57). In that case, the faulting is
ineffective since F/G! = F,G; implies f'g’ = fg. Unfortunately, the faults can remain ef-
fective when the gadget uses different operations. An estimate calculated by the authors
shows that due to the adversary being non-adaptive, the probability of him “guessing” the
correct faults to remain unnoticed is at most |F|~¢

In the following, we present several approaches to mitigate the adversary’s success
probability of going undetected. Although not all approaches are suitable, we include
them as they might be of independent use, e.g., in domains different from secret sharing
and MPC.

We begin in Section 5.1 by using different error propagation terms depending on
the operation the {-function performs. However, it remains unclear how to deal with
{-functions that compute multiple operations.

In Section 5.2, we combine different error terms using addition to enable combin-
ing different operations. We ascertain that adding two error terms does not protect the
operations but their sum. We ask whether there is an operation with no vanishing er-
rors. However, we can only show that two generic operations do have vanishing errors.
Combining the error terms differently, e.g., using multiplication, fails too.

Since combining error terms seems to fail, we consider the higher-order terms of f
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and g’ separately in Section 5.3. We modify the ¢-gadget by introducing two additional
sharings, Qf and Q4. These include the higher-order coefficients of f” and g’, respectively.
By comparing the degrees of the polynomials corresponding to Qf and Q4 with d, we al-
ways manage to detect whether f’ or g’ are invalid.

We present an alternative approach in Section 5.4, where we check the vector con-
sisting of all higher-order coefficients of f" and g’ for non-zero entries. We describe two
strategies: On the one hand, parties randomize f’ and g’ before exchanging shares of both
polynomials. This enables each party to reconstruct all higher-order terms without re-
vealing the secrets. On the other hand, the higher-order coefficients are normalized and
subtracted from 1 first. The corresponding polynomials can be multiplied when parties
re-share the adjusted coefficients separately. Due to the aforementioned preprocessing,
the embedded secret equals the product of the altered coefficients, which is 1 if, and only
if, all higher-order terms are zero. However, it is tedious to re-share and combine all &
coefficients. It can even be undesirable to reconstruct polynomials.

In the attempt we pursue in Section 5.5, we try to truncate all lower-order terms us-
ing polynomial division. When dividing f’ and g’ by x"~, all coefficients below f,_,, and
Jn_o» respectively, vanish. That way, any information about the secrets embedded in f
and g is removed, and the parties can exchange shares directly. However, the framework
we use to compute the division privately cannot function under standard secret sharing
requirements since it allows parties to learn additional shares.

Finally, we present a working technique to truncate lower-order terms in Section 5.6.
We utilize the Vandermonde matrix to transform a sharing of a polynomial into its coef-
ficient vector. Using modified identity matrices allows us to alter the coefficient vector,
particularly to zero the lower-order coefficients. Finally, the altered coefficient vector is
transformed back so parties can obtain their new shares.

5.1 Approach1: Gadget-Specific Error Propagation

We start with the idea of using distinct error propagation terms depending on the op-
eration the ¢-gadget performs. For instance, if the gadget performs a multiplication,
suchas (¢,, ¢;) = (5,57, 5055), the multiplicative error propagation originally proposed by
Arnold etal. can be used. Likewise, if the gadget performs an addition, such as (¢, ¢;) =
(So + 1,5, + s5), we can use the additive error propagation term E; ;(F; + G;) instead.

However, it is unclear how to choose the correct error term if different operations
are combined. Consider, for instance, the gadget (s, + sp, 5;5;) with its corresponding
f-function A, ,(F; + G;) + Ai,zdFiGia]d- The error terms corresponding to the polynomials
f+gandfgareE;;(F; + G;) and E; ;F,G,, respectively. We present one solution in the next
Section 5.2.

Another drawback is that this approach is not unified, meaning that the error term
must be adapted for distinct {-functions. Besides, one has to manually fabricate new
error terms for new {-functions.



5 Definitive Error Detection in the Double-Sharing Setting

5.2 Approach 2: Additive Combination of Multiple Error Propagation

The approach presented in the previous Section 5.1 lacks composability. We assume the
gadget combines the coefficients using different operations, such as addition and multi-
plication, and we now try combining the error terms corresponding to these operations.
We consider the naive approach to protect the combination by first computing both er-
ror terms and then merging them in an adequate way. In the case of addition, we have
E;;(F; + G;), whereas for multiplication, we have E; ;(F;G;). Since the original approach
in [ABEO24] adds the error term to the ¢-function, we proceed to do so with both terms.
Accordingly, we obtain Qi(f‘)’q)l) (F, G)) + E;;(F; + G;) + E;;(F,G;), with distributivity im-
plying E; ;(F; + G;) + E; ;(F,G;) = E;;(F; + G; + F,G;). Thus, the added error terms protect
the polynomial f + g + fg rather than f + gand fg. In order for the higher-order terms of
f"+ g +f'g tobeO, we require

(F, 4+ ZF) + (G, + Z8) + (F, + ZF)(G; + Z8) = F, + G, + FG,.
Equality holds if, e.g.,

G+ 1)zf
76 = LGt DZ4 5.0
F,+1+Zf

Itis easy to see that choosing faults ZF and Z{ such that Equation 5.1 holds does not render
the fault on either ' + g’ or f'g’ ineffective. Consequently, both coefficients q, and ¢, are
incorrect, although deg(q') < d.

It is natural to ask whether some algebraic operation ¢ on f and g exists such that
the higher-order coefficients of f' ¢ g' are 0 if, and only if, the adversary introduces no
faults into the computation, e.g., if ' ¢ ' = f ¢ g. We call such an operation perfect,
i.e., if for all strategies that the adversary can use to fault f and g, the function f" ¢ g’ is
invalid. Such operation must also be computable using sharings of f and g. To this end,
with faulted shares F/ = F; + Zf and G = G; + ZF, we can treat the original shares F;
and G; as constants (or parameters) and the faults ZF and Z{ as variables. We follow the
approach to achieve (F, + ZF) o (G; + Z8) = F; o G;. By subtracting the right-hand side
from the left-hand side, it becomes clear that we are interested in the non-trivial zeros of
the bivariate function

:Bo = ;Bo,F,vGi: (ZzFIZiG) - ((Fl +ZiF) © (Gi +ZiG)) - (Pi ¢ Gi)'

If we proved that for every appropriate 3, i.e., operation o, a non-trivial zero exists, this
would imply that no perfect ¢ exists. As we assume the underlying field to be arbitrary,
a non-trivial zero must exist for all F,. However, requiring a non-trivial zero to exist for
some field F; could also suffice, depending on the scenario. In any case, the choice of pos-
sible B, depends on the operations applicable to polynomials that can also be computed
with sharings.

In what follows, we assume o is a composition of only addition, multiplication, and
squaring. Thus, B, is a polynomial. We recall that given a share F; of f, it is possible to
locally transform F; into a share of the “linear” transformation af + b. We already know
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the operations addition and multiplication are not perfect because non-vanishing faults
exist for both operations if the gadget performs a different one. Consequently, neither is
squaring because it can be reduced® to multiplication. It follows that neither of the above
is perfect when f and g are transformed “linearly” beforehand. Since we assume n > 2d,
we cannot square f or g and multiply the result by the respective other polynomial. We
can, however, add the resulting polynomials.

We now consider two “generic” operations and state vanishing faults for each. In this
way, we show that many operations are unsuitable for o. Leta,, a, € F*, b, b, € F, and
¢, ¢, € {1,2}. The ¢, serve as exponents. We restrict ourselves to the two values in {1,2}
because, on the one hand, a value greater than two can cause the parties to no longer be
able to reconstruct the polynomial. On the other hand, if ¢, = 0, a constant value is
added because the addend is1 or a, + b,, depending on the operation.

1. The operation (a,f + b;)% + (a,9 + b,)% has the vanishing faults

G G
=l =2: 7= 4,27 (2(a,G; + by) + a,Z7") A ZE£0
@y
2(a,G; + b,)

a,

G=26=2: ZI =0 A Z{ =

; A a,G;+ b, # 0.
Note that Zf and Z{ can be swapped by substituting a,, b,, and G; with a;, b, and F;,
respectively.

2. The operation (a,f% + b;) + (a,9% + b,) has the vanishing faults

a,78(2G. + Z°

g=1¢c=2: ZiF:—Z’(a’ Z)/\ZquEO
1

q=2¢=2: ZF =-=2F A Zf € {0,—2G;}.

1

We omit the case ¢; = 2 A ¢, = 1 due to commutativity.

Unfortunately, due to a shortage of time, we are not able to show (or refute) that all
appropriate bivariate polynomials B, have non-trivial zeros over all (or some) fields F .
However, we mention the following fact for univariate polynomials, which perhaps also
applies to bivariate polynomials in some related way:

Fact5.2 ([Hie24]). Forall F . and for all non-constant irreducible univariate polynomials p
over IF , there exists an extension field such that p hasazero in it, namely, F [x]/(p) with
zero x + (p), where (p) denotes the ideal generated by p. Moreover, there exists exactly’
one extension field in which p splits, namely, F -

We may assume irreducibility since if p is reducible, it has two non-trivial factors.
According to the zero-product property, it is sufficient to examine these factors instead.
The above fact implies that the splitting field is different from F  unless deg(p) =1,
in which case p is linear and obviously splits over F. Regarding the mentioned extension
field, Definition 1.11 implies that the ideal (p) equals the product of all p" € F[x] by p.

8 Use the non-trivial fault Zf = —2F;.
°Up to isomorphism.
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Hence, x + (p) & F,isnota suitable zero either. We stress that the above does not
necessarily have to hold for bivariate polynomials.

For the remainder of this section, we consider two alternative methods of combining
multiple error terms.

As additively combining both error terms, say, E; ;¢, and E; ;¢,, is only one option, we

now consider multiplying them. We then need to use VE;; instead of E; ;. The product of

both error terms equals ( Ei,jsl) (\/E_ng) = E; j&,€,. As can be seen, the error terms are
multiplied instead of being added. If we continue to use the previous two error terms,
e, = F, + G;and ¢, = F,G;, the polynomial corresponding to ¢,¢, is f2g + fg*>. Since
the degree of f and g is likely to be exactly d, the degree of the combined polynomial can
exceed 2d, so parties cannot reconstruct the secrets. Because it is reasonable that one
involved operation is multiplication-like, this approach does not work.

Finally, we multiply the error terms by the {-function instead of adding them. Re-
gardless of the operation o used to combine the error terms with (e.g., o € {+,-}), the
multiplication yields Q;(1 + E;;(¢, © €,)) = Q; + QiE;;(¢ o ¢,). The share Q; remains
unaltered if no fault is introduced since Q;E;; - O = 0. However, the contrary does not
need to hold because Q; = 0 causes the product to vanish. Thus, this approach does not
work either.

5.3 Approach 3: Separate Error Propagation

In this section, we present a comparison-based approach that always detects if the ad-
versary faults F or G and returns an (in)valid sharing accordingly. Unlike Section 5.2, we
no longer combine error propagation terms but evaluate them separately. We modify the
original ¢-gadget proposed by Arnold et al. [ABEO24]. More precisely, each party holds
three shares instead of one during computation: The first share corresponds to the un-
modified sharing Q, and the remaining two include the error terms. Instead of adding
E; FiG; to Q;, parties add the error terms, e.g., E;(F; + G;) and E; ;F;G, to the last two
shares separately and reconstruct the underlying polynomials. We thereby ascertain if
all higher-order terms vanish.

If we use the above example error functions F; + G; and F;G;, which correspond to
f +gandfyg, respectively, it is again possible for the adversary to choose vanishing faults,
namely, Zf = G; — F,and Zf = F; — G;. Itis, hence, essential to use error terms corre-
sponding either to the two operations of the ¢-gadget since this renders faults ineftective
or to operations such that higher-order terms cannot vanish.

We pursue the latter approach because it is independent of the underlying {-function
and avoids the drawback of the approach in Section 5.1, namely, the approach not being
unified. Let Q; continue to be the j* share of the unmodified output sharing Q without
any error propagation. Also, recall that Q; is party s sharing of a random polynomial
generated by ZEnc. The share for party j is denoted by Q;;. The j™® shares of the other

two sharings, say, Qf and Q¥, consist of the sum of n ZEnc shares and the (n — 1 — )™

— 60—
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higher-order coefficients of f" and g', respectively. In particular, it holds that

n—1 n

Q,7 = Z(Q +E1}Fl

iJ

't {fn’_j_l ifj e [0,0 —1]
o+
0 else,

E’M

>_-
—

n—

Q = Z«z +E;G))

n—

s, [5i €[00 1]
i+ 0 else.

Il
o

As can be seen, we do not add the {-function to either Q;[ or Q7 since this saves ij additions
and makes no difference to the error detection. The updated ¢-gadget from [ABEO24] is
presented in Algorithm 5.1. Our changes are as follows: In lines 4 and 5, we initialize

Algorithm 5.1 (¢,, ¢,)-Gadget With Guaranteed Fault Detection

Input: Degree-d shares of s,, s; as F and shares of s;, s; as G.
Output: Degree-d shares of q, = @, (S,, 51,50, 51), 43 = @1(So, 51, S5, 51) as Q.

1: initialize Q; Q , Q

2: fori=0ton —1do

3 (Qlo, s Qi) < ZEnc?
4 (@, Q) < ZEnd
5

6

7

(Qor s Qo) < ZEnc
for] = Oto/n —1do
Q Q, + Ql] + 47" (F, G))
8: Q] Q, + Q + E”Fl
. Q< Q+Q+EG
10: reconstruct f from Qf and j from Q¢
11: ifdeg(f) > d ordeg(§) > d then
12: ps$Po  \ Py o
13: P — (p(;))icron-1
14: return (P, ..., P, ;)

15: return (Q,, ..., Q,_)

random sharings to protect the shares F; and G; in Q]f and Qf , respectively. The sharings
may correspond to any random polynomials of degree d and need not necessarily origi-
nate from ZEnc. Inlines 8 and 9, we add the error propagation terms to Qf and Qf. Once

each party i has obtained its shares Qjc and Q/, parties exchange them to reconstruct the
corresponding polynomials f and § in line 10. The polynomials do not include sensitive
information because Q]f and Qf only include information from random polynomials and
the coefficients of Zf and {¥. Then, in line 11, the parties validate if the degrees of f or §
exceed d, i.e., if f or j is invalid. We later argue that this is the case if, and only if, the
adversary introduced faults. If both polynomials are valid, the original sharing Q is re-
turned. Otherwise, parties sample a random polynomial p of degree at least n — ¢ and
return the sharing P corresponding to p in lines 12-14.

We must now prove that the sharing returned by Algorithm 5.1 is valid and includes
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the correct secrets if no faults were introduced. Otherwise, the output sharing must be
invalid. In any case, no information about the secrets may be deduced.

Observation5.3. After leaving the first (outer) for-loop, i.e., when line 10 is reached, it holds
that QX = (Z::; Xoroves Z::; QY1) + (Xn—rs -+ s Xn—0s O, ..., 0), where x € {f,g}.

We prove the aforementioned claims in three steps: In Lemma 5.4, we show that the
sharing returned by Algorithm 5.1 is valid if, and only if, the adversary introduced no
faults. The only-if part is equivalent to saying that f and g’ are valid. Then, in Lemma 5.5,
we prove that if the returned sharing is valid, the secrets embedded in the corresponding
polynomial are correct, i.e., as specified by ¢, and ¢,. It remains to show that parties
do not learn sensitive information about the secrets (or shares of F and G) during the
computation or by the returned sharing. We show this in Lemma 5.6.

Lemma 5.4. Algorithm 5.1 returns a valid sharing if, and only if, f and g’ are valid.

Proof. Recall that f’ and g’ are valid if, and only if, f* = f and g’ = g, respectively. Also,
the unmodified output sharing Q corresponds to a polynomial of degree d because it re-
mains as originally specified in [ABEO24]. Thus, the output sharing can only be invalid if
a sharing different from Q is returned. This only happens in line 14. We show that line 14
is reached if, and only if, the adversary faults F or G, in which case f’ or g’ becomes in-
valid. Thus, the returned sharing is valid if, and only if, f* = f and g’ = g, i.e., if no faults
were introduced.

Line 14 is reached if, and only if, f or j is invalid. W.l.o.g., we only consider f : Accord-
ing to Observation 5.3, f is the sum of n polynomials of degree d and the polynomial, say,
uf, corresponding to the higher-order coefficients of f'. Thus, the sharing Uf correspond-
ing to the latter polynomial # equals Uf = (f/ ,,...,f/_,,0,...,0). Sincen > d + o, the
sharing Uf is zero if, and only if, the adversary did not fault any F; (i.e., F' = Forf’ = f).
This implies that the degree of f is d if no fault was introduced and, otherwise, is at least
n — o. Since the if-condition in line 11 uses d as the degree threshold, we conclude that
line 14 is reached if, and only if, f" # for g’ # g.

We already argued above that Q corresponds to a valid polynomial. Thus, it remains
to show that P does not. The sharing P corresponds to the random polynomial chosen in
line 12, whose degree is at least n — o by specification. Accordingly, P corresponds to an
invalid polynomial sinced < n — 0. [

Next, we show that any valid sharing returned by Algorithm 5.1 includes the correct
secrets. Roughly speaking, this is implied by [ABEO24] because we do not alter the spec-
ification of Q in our modified algorithm.

Lemma 5.5. IfAlgorithm 5.1 returns a valid sharing Q, the embedded secrets corresponding to the
polynomial of Q areas specified by ¢, and @1, i.e., 4o = @ (S, S1, 50, 51) and gy = @;(So, S, S5, 51)-

Proof. According to Lemma 5.4, the output sharing is valid if, and only if, the adversary
did not introduce faults. This is equivalent to Algorithm 5.1 returning Q and not P. We
know Q is returned since we assume that the output sharing is valid. Its shares Q; are
composed of the operation in line 7 and are not altered afterward. The operation in line 7
is identical to the one in the original ¢-gadget from [ABEO24]. The claim follows since
Arnold et al. proved the correctness of the original ¢-gadget. [
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Through the two previous lemmata, we showed the correctness of Algorithm 5.1 and
that it always detects if the adversary faulted F or G. It is left to show that the modifica-
tions we introduced in Algorithm 5.1 do not allow an adversary to extract sensitive infor-
mation. To this end, we argue that the original gadget from Arnold et al. is secure and
that our modifications mainly consist of computing three, instead of one, {-functions.

Lemma 5.6. From and during the computation of Algorithm 5.1, an adversary can only deduce
information about the secvets, F, or G, that he can already deduce from the original p-gadget in
[ABEO24].

Proof. We show that, for one thing, parties do not exchange data from which sensitive in-
formation can be deduced, and for another thing, that the output sharing reveals nothing
sensitive.

Regarding the former, we analyze all places where the sensitive shares F; and G; are
used. As can be seen, the shares are used only for Q;, Qlf, and Qf in lines 7-9. Note that

no party i sends the result of the {-function, E;;F;, or E;;G; directly and individually to
Af

party j. Instead, they add Qi,]-, ;> and Q‘f ; to them, respectively, beforehand. Observe
that the terms E; ;F; and E; ;G; can be interpreted as {-functions. Because the Q; reveal no

sensitive information about F; or G;, as shown in [ABEO24], neither do Q{ ; and Qf - We
stress that this no longer holds if we use the same “masking” shares in lines 3-5.

Next, we show that neither f nor § includes sensitive information. As before, we
only analyze f: According to Observation 5.3, f corresponds to the sum of the n ran-
dom polynomials specified by @, ..., @ _, and the polynomial specified by the sharing
(fu—ts -1 fy—0s0,...,0). Sinced < n — o, the higher-order terms of f’ equal those of
Zf.thus, (4, .o f) 0, O, ... ,0) = (Qf_l, e, C{_U, 0,...,0). Neither Zf nor any of the Q{
include any information about f: The error polynomial Zf is independent of f since it cor-
responds to the sharing of faults added to F by the adversary, who is non-adaptive. Also,
Q{ is generated using ZEnc, which, by definition, samples a random polynomial without
constant term from P.;_,. This procedure is independent of f and the secrets.

Finally, we argue that no output sharing reveals sensitive information. According to
[ABEO24], the original sharing Q does not. Neither does P because it corresponds to a
random polynomial. [

We have proven all the necessary facts above. Thus, we can state the complete theo-
rem that combines all three results.

Theorem 5.7. The sharing returned by Algorithm 5.1is valid if, and only if, the adversary introduces
no faults into the computation. Further, any valid output sharing is correct, i.e., it embeds the secrets
specified by ¢, and @,. Moreover, the adversary learns nothing about the secrets embedded in f and
g, neither during the computation nor from the output sharing.

Proof. The theorem follows immediately from combining Lemmata 5.4,5.5,and 5.6. W

We remark that instead of replacing Q with P in case a fault occurs, we initially con-
sidered returning a modified Q as follows: Iff, ; , # Oorj,_;_, # O, wherei € [0, —1],
we add a random non-zero value to Q;. Since at least one, but at most ¢ higher-order
terms do not vanish, between one and ¢ entries in Q are modified. Thus, the modified
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sharing Q' corresponds to a polynomial of degree atleast n—o, which is invalid. The prob-
lem with this approach is that if the adversary faults, say, F, such that only one higher-
order coefficient of f’ is non-zero, we replace only one share, e.g., Q,. If the adversary
subsequently faults the modified share Qj, the probability that he reverts to the origi-
nal value of Q/ is ¢~*. If the adversary were adaptive, the probability would increase to
1/(q —1) since he knows that Q, # Qg by probing Q/. In any case, he turns Q’ into a valid
sharing with incorrect secrets. He might also deduce further information about Q since
Q/ is not distributed uniformly over F.

There are, of course, more alternatives to replace Q with an invalid Q’ in case a fault
occurs. For instance, we can return Q + (1,0, ...,0), Qf in case deg(f) > d,or Q9 in case
deg(g) > d. However, we strongly advise against using these alternatives because each
enables the adversary to trivially transform the output sharing Q' back into a valid one.
In general, the adversary can take advantage of such “deterministic” invalid sharings in
subsequent computations because the higher-order terms of the corresponding output
polynomial are no longer random, let alone uniformly distributed. This is not the case for
the original multiplicative error term E; ;F;G; of [ABEO24] since the higher-order terms
of the product f'g" are indeed random from the view of an adversary (see Chapter 4 on
page 43).

5.4 Approach 4: Indicator-Function-Based Error Detection

Although we presented an always-detecting solution in the previous Section 5.3, we elab-
orate on further ways to detect invalid sharings, e.g., when it is undesirable or impossible
to reconstruct polynomials during the computation of the ¢-gadget.

Let C = (f_prorf 1 G0or -, Go_y) be the vector consisting of the higher-order
coefficients of f" and g'. The idea is to compare C with the zero vector 07 to ascertain if all
higher-order coefficients are 0 [ABO24]. More precisely, we aim to privately compute the
predicate T(C) := [C # 0*?], which is 0 if all coefficients are zero and, say, 1 otherwise.

If the coefficients in C were Boolean, T would precisely represent the logical OR func-
tion, thatis, T7(C) = Vcec C= - /\ceC —c. As we use arithmetic circuits and values over
some finite field F,, associating the Boolean constants L and T with 0,1 € F, allows
evaluating Boolean circuits by arithmetical ones as follows: Evaluate —a and a A b by
computing 1 — a and ab, respectively. Using this minimal functionally complete set con-
sisting of negation and conjunction, we need not reduce results over F,.

Hence, it seems prudent to compute T by

n—1

1-[Ja-o=1- ] (a=fHa-gp). (5.2)

ceC k=n—0o

Unfortunately, if¢ > 2, the resultin Equation 5.2 does not need to equal 7 (C) because the
values ¢ € C can be different from 0 and 1. This causes 7 (C) to be 0, even though f” or g’
isinvalid: Ifall c are equal to O, the resultis O, as expected since 1-[ [ (1—0) =1-1=0.
If there exists ¢ # 0, the product should be O (or at least take a value different from 1).
However, this is not always the case:
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Counterexample 5.8. Letall c be 2. Then, [T (1 —¢) = [].(-1) = (=D'“! = 1since
|C| = 20 1s even.

To circumvent this problem, we can normalize the coefficients in C. To normalize an
elementv € F,, i.e., compute sgn(v) := [v # O], Fermat’s little theorem gives a possible
way if q is prime.

Theorem 5.9. Let 7(v) = v1~' mod q and assume thatq € P. Forallv € F,, it holds that
n(v) = sgn(v).

Proof. Ifv = O, we have 7(v) = 097! = 0 = sgn(0) as ¢ > 1. Since ¢ is prime, it holds
that F; = F, \ {0}. Accordingly, ¢ and every v # O are coprime. Fermat’s little theorem

impliesvI™' =1 (mod q),i.e.,7(v) =1 = sgn(v). [ |
Consequently, we are able to compute T as follows:
n—1
) =1-[Ja-nen=1-[] (A-£THa-g'"). 5.3)
ceC k=n—o

For finite fields in general, field elements can be raised to the power of A(q), where A is
the Carmichael function. For the remainder of this section, we use ¢ — 1instead of A(q).

However, how to efficiently evaluate T remains unclear because we assume we know
f, and g, in Equation 5.3. The obvious way is that parties interactively obtain these coef-
ficients and thereby construct C. But in this case, they can simply check if C = 0, need
not evaluate 7, and save computing several multiplications and exponentiations. Sup-
pose the coefficients are obtained by exchanging A; ,F; and A, ,G; (or directly using F; and
G;). In that case, it is necessary to re-randomize the sharings beforehand to erase the
secrets, e.g., by adding random polynomials of degree d. We described this approach in
Algorithm 5.1 1in the previous Section 5.3.

We now consider evaluating 7 using the parties’ shares F; and G; such that the value
T(C) is embedded in one of the secrets of some polynomial. This enables the parties to
recover 7 (C) by reconstructing said coefficient.

According to Equation 5.3, parties first need to attain shares of f;*~" and g;7". We
mention that parties cannot simply raise their shares to the power of ¢ — 1 as this does
not result in the coefficients being raised to said power. Using repeated multiplication,
e.g., exponentiation by squaring, to obtain shares of f'*" and g'?"" does not work either
because multiplying invalid polynomials can lead to a degree overflow and a consequen-
tial loss of information. Even if no overflow occurs, the higher-order terms are “garbled”
and, due to (several) degree reductions, not preserved either. Hence, parties must first
re-share f;’ and g to raise them to a higher power.

Assume f, = s, and g, = s, have been re-shared in one polynomial with the corre-
sponding sharing D® := (Dl@ )icion—1]- Using exponentiation by squaring, the sharing
of a polynomial that includes the normalized coefficients f,*~" and g, can be computed
using the ¢-functions (s2,52) = (f/*,4;") and (s.f;, 5.9,) on D® repeatedly.

Let D denote the sharing that embeds the normalized coefficients s, = £, and

s, = g,7". Before parties can compute the product of all ¢ normalized higher-order

Recallthat —1 = ¢ — 1 (mod ¢q).
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coefficients, they must transform s, and s, into 1 — s, and 1 —s;. This can be accomplished
by negating shares and adding 1. Negating the shares D negates the secrets because
the underlying polynomial is negated. To add 1 to —s, and —s,, respectively, parties add
#° = 1and a? to their shares. Thus, they apply the mapping D’ — 1+ a¢ — D,

Now that parties possess shares of the polynomial embedding the transformed nor-
malized coefficients, they can compute the product in Equation 5.3. It then holds that
so=11,a — £/ ands, = [T,a-g"".

Finally, it is left to subtract the negated products from 1. Additionally, we merge the
products into one secret, in our case, into the first. To this end, we employ the {-function
(1 — s48;,0). The coefficient of the constant term equals 7(C), which parties can recon-
struct. Alternatively, instead of adding the secret to the constant term, it can be added to
any higher-order term, e.g., at position n — ¢. In this case, the polynomial is valid if, and
only if, C = 0%, i.e., if the adversary introduced no faults.

Due to the computationally expensive operations that accompany computing 7, such
asre-sharing all chigher-order coefficients, we present more efficient approachesin Sec-
tions 5.5 and 5.6.

5.5 Approach 5: Division-Based Truncation of All Lower-Order Terms

The approach we pursue in this section and the following Section 5.6 is to truncate all but
the higher-order terms of f* and g'. We then know that a polynomial is valid if, and only
if, it is the zero polynomial (i.e., corresponds to the zero sharing).

In this section, we attempt to use polynomial division to privately compute the quo-
tients f' + x""7 and g’ + x" 7, which include no lower-order terms. Here, + denotes
polynomial division with remainder. Thus, the quotient of two polynomials remains a
polynomial. A division by x"~7 “shifts” the coefficients by n — ¢ positions to the left non-
circularly. The resulting polynomials are, hence, of degree (n—1) — (n—0) = c—1 < n.
After performing the division, parties can exchange their shares and reconstruct both
polynomials to see if they equal the zero polynomial. This can also be deduced directly
from the sharing because only the zero sharing corresponds to the zero polynomial. How-
ever, our approach to computing polynomial division cannot work in the general context
of MPC since it allows a party to learn further shares. We will elaborate on that later on.

Firstly, we show that the quotient polynomials are zero if, and only if, the adversary
did not introduce faults. This follows from observing that the quotient comprises pre-
cisely the higher-order terms.

Theorem 5.10. The polynomialsf' +x""7 and g’ + x"~7 arezeroif, and only if, f and g’ are valid,
respectively.

Proof. W.l.o.g., we consider f'. If f’ is valid, its degree is d. Then, f* + x"~7 = 0 since
d < n—o. Iff'isinvalid, there exists k € [0, 0 —1] suchthatf, ., # 0. This coefficient
is shifted to position (n — o + k) — (n — ) = k > 0 and, hence, f’ + x"~7 cannot be
zZero. n

Next, we prove that it is safe for parties to exchange shares of the truncated polyno-
mials. The truncated polynomials reveal nothing about the lower-order terms since all
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coefficients less than or equal to d are removed, and the higher-order terms are indepen-
dentof f and g.

n—o 4

Theorem 5.11. The polynomials f' <+ x"~ and g' + x"~7 include no information about the secrets

embedded in f and g, respectively.

Proof. W.l.o.g., we considerf’. Recallthatf’ = f+¢f and that the degree of f is d, whereas
the degree of {f is at least n — o (or {f = 0). Since all higher-order terms of f are 0, it
holds that

I ifk e [0,d]
8 et f = i+ i ,
fk coef(f + 7, k) {{ iftke [d+1,n—1].

Because d < n— ¢ and a division by x"~“ eliminates all coefficients less than n — o, every

coefficient of f vanishes. It follows that f'(x) + x" 7 = ;::—01 g{ +(n_a)xk. We conclude
that as ¢ is independent of the secrets embedded in f, sois f' <+ x" 7. [

In order to privately compute polynomial division, we planned on using the approach
by Mohassel and Franklin [MF06], which does not require interaction. They use the fact
that for any polynomial p of degree J, the polynomial x°p(1/x) corresponds to p with re-
versed coefficients. Forinstance, if p(x) = 1+2x+3x?, thenx?p(1/x) = 3+2x+1x*. With
reversed coefficients, the authors are able to truncate all higher-order terms of p by reduc-
ing the reversed polynomial modulo x"~, which removes all but the lowest n — ¢ terms.
It, therefore, holds that the coefficients removed in p(x) + x"~ and x°p(1/x) mod x"~¢
are the same. Finally, they reverse the reduced polynomial once more to return the co-
efficients to their initial order. We can, however, omit this last step because we are only
interested in whether or not the reduced polynomial is zero. We remark that since the
exact degrees of f" and g’ (and especially of f and g) are unknown, it is possible to use
0 =n—linstead of § = deg(f’) and 6 = deg(g’).

Mobhassel and Franklin assume the so-called shared-coefficients model, where coeffi-
cients are shared individually. Both previously mentioned operations can be computed
privately and without interaction (i.e., locally) in said model.

Fact5.12 ([MF06]). Given a share of a polynomial p of degree J, it is possible to locally ob-
tain shares of the polynomials x°p(1/x) and x°p(1/x) mod x°, respectively, in the shared-
coefficients model.

We now argue that this approach cannot work for MPC-related applications when we
assume the “standard” secret-sharing model as described in Fact 1.57. First of all, revers-
ing coefficients becomes trivial if parties can interact with each other and do not have to
use polynomial division. For instance, they employ the anti-diagonal matrix in the ap-
proach described in Section 5.6. On the other hand, the local case is more complicated. If
we assume x° to be publicly known, the obvious approach is trying to transform a share of
p(x) into one for p(1/x) and then multiply by the share of x°, namely, a?. This, however,
cannot work as it allows a party to learn a further share and, hence, less than d parties suf-
fice to reconstruct the polynomial [ABO24]. More precisely, party i possessing its share
p(w;) then learns the share p(a; '), which corresponds to a different node if &; # 1.
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Furthermore, a party must not even obtain a share of the completely reversed poly-
nomial x°p(1/x) because it again enables them to deduce the second share p(a;*) as fol-
lows: To transform the reversed polynomial x°p(1/x) back to p(1/x), we multiply by x°.
We stress that we may consider x~° a polynomial since x° = x?@~° (mod x? — x) and
¢$(q) — 6 € Ny, where ¢ denotes Euler’s totient function. According to Fermat’s little theo-
rem, party i’s share of x % is a;% = a;p(q)—&) where both terms belong to the same residue
class. Although we consider n-sharings, the degree of x??~° may exceed n — 1 because
we do not want to reconstruct the polynomial or its coefficients—the polynomial is al-
ready known. We only demand that a? and the share in question, say, s, cancel, that s,
s-alp(a;t) = p(a;?t). Afeasiblesiss = a;%, which holds for alla; € & when using x~°.
Note that instead of using x~2, it is also possible to use the polynomial corresponding
to the n-sharing (a;°);c(o ,_1) because the values of both functions coincide at all nodes
n; Ew.

Below, we illustrate the approach using an example.

Example5.13. Letq = 11,n = 5,0 = n—1 = 4,a = [n], and consider the polynomial p
with p(x) = 3 + 6x + 4x?. Since x~° = x°, the sharings are

p(x):(2,9,2,3,1), p(l/x):(2,7,3,2,7),
p(1/x): (2,2,1,6,8), x°:(1,9,3,4,5).

Multiplying the sharing of x°p(1/x) by the one of x~° componentwise yields (2,7,3,2,7),
the sharing of p(1/x). The polynomial corresponding to the n-sharing of x° is 7 + 3x +
10x? + éx* + 8x*, and of course, its sharing coincides with (a8)ic(o 11 = () iepn-

We conclude that any approach, whether division-based or reduction-based, must
produce shares corresponding to the final truncated polynomial to be usable in our con-
text of secret sharing or for MPC. However, the approach described above works in the
context of side-channel attacks where the adversary can only probe a fixed number of
shares or for applications where the secret need not remain confidential, such as Reed-
Solomon codes in coding theory. In these scenarios, two parties, i and j, simply “swap”
their shares &; and &; = a7, or each party i possesses both a; and ;" [ABO24].

5.6 Approach 6: Matrix-Based Truncation of All Lower-Order Terms

In this last section, we pursue the same goal as in the previous section: We intend to trun-
cate all lower-order terms to determine if the corresponding polynomial is zero. In con-
trast to Section 5.5, this approach is usable for MPC applications, and we utilize matrices
instead of polynomial division. More precisely, we employ the Vandermonde matrix to
switch between the coefficient view and the sharing view of polynomials. Recall that the
lower-order coefficients of a polynomial p refer to p,, ..., p;, and the higher-order ones
refer top,_,, ..., p,_;- Although it is sufficient to truncate the lower-order coefficients,
we truncate all but the higher-order ones. The arguments in this section hold regardless,
and changing the matrices to truncate only the lower-order terms is straightforward.

— 68—



5 Definitive Error Detection in the Double-Sharing Setting

Let|; and I; denote the identity matrix I := I, of size n with its first i rows and all but
its first i + 1 rows set to zero, respectively. That is,

row(l,j) ifj <i
o else,

row(l,j) ifj>1i
o else,

row(l;,j) = { row(l;,j) = {

where row(4,j) denotes the j™ row of matrix A. Moreover, let 7;; be the permutation
matrix formed by swapping rows i and j of I. We recall that matrix indices are zero-based.

Example5.14. Letn = 5. Then,

00000 1 0000 01000
00000 01000 1 0000
,=|l0o o100, N=|00OO0OO0OO| m=|00100
00010 0 00O0O 00010
00001 0 0O0O0O 00001

In order to remove all but the higher-order terms like in Section 5.5, we employ the
method described by Asharov and Lindell [AL11], which they use to perform the degree-
reduction step in case of a multiplication gate in the protocol of [BGW8S].

Fact 5.15 ([AL11]). For given n, d < n/2, and interpolation nodes a,, ..., «,_,, there exists
a constant matrix A such that for all polynomials p of degree 2d with p(x) = Ziio pxt

and corresponding truncation p’ (x) = Zi:o pex*, itholds that A- (p(ay), ..., p(a, )T =
(p'(ag), ..., p' (@,_;))T. The matrix A is precisely A = VI,V 1.

The matrix A is constant because it is independent of the shares p(«,), ..., p(«,_;) and
changes only if n, d, or &« change. In other words, A is public. We briefly explain why
the above method works: Multiplying the sharing (p(&;))jc(o,,_y; by V™" transforms the
sharing vector into the coefficient vector (p;)}¢(q ,_;; Of p- The matrix I, truncates all but
its first d + 1 elements, effectively zeroing the coefficients p,,;, ..., p,4 in p. Finally, V
transforms the coefficient vector back into the sharing corresponding to p’. Since A is
constant and matrices describe linear transformations, parties can privately compute a
sharing of the truncated polynomial p’, as shown in [AL11]. The method also works in the
double-sharing setting if the coefficients p; and p,,; are swapped beforehand using 77 ,,.
The matrix A then equals V1,71, ,,V .

Modifying I differently, that is, using matrices other than ; and 1,77, ,;, enables ma-
nipulating p in further ways. In particular, we can remove all but the higher-order terms
using |,_,, (or only the lower-order terms using | . ,).

Theorem 5.16. For given 7, n, and interpolation nodes .y, ... , a,,_,, there exists a constant matrix
A’ such that for all polynomials p of degreen —1with p(x) = ZZ;}; pix* and corresponding trunca-

tionp” (x) = ZZ;;_kaxk, itholdsthat A" - (p(ay), ..., p(a,_ )" = (p"(ag), ..., p" (&, ).
The matrix A' is precisely A’ = V|,_ V71

Proof. Itis evident that A’ = V|, __ V™' sets all coefficients p,, ..., p,_,_; to O and leaves
the higher-order ones untouched. Thus, the claim follows. [
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After applying the transformation described in Theorem 5.16, parties can compare
their shares with O to verify if all higher-order terms of p are O since those are the ones p”
precisely comprises.

Observation 5.17. All higher-order terms of p are 0 if, and only if, p” is the zero polynomial,
that is, if, and only if, V|, _,V"(p(ay), ..., p(a,_ )T = (p" (&), ..., p" (&, ;)T = O™

For our purposes, i.e., to detect whether the adversary introduced faults, parties pri-
vately compute the transformation described in Theorem 5.16, once for f' and once for g'.
Afterward, they exchange shares or notify each other if one of their shares is not 0.

In fact, if n > 20, we can store all higher-order terms of f* and g’ in one polyno-
mial, say, h, and save checking one sharing. For instance, we put the coefficients of ' in
h, o, ..., h,_, and shift the higher-order coefficients of f' to the left by o positions to put
theminh h In that case, h is as follows:

n—=207/***7"*n-1-0"

n—1 n—1
D fd T+ ) gt

kh=n—0o k=n—0c

:ﬁl/_axn—ZO’ + v +ﬁl/_1xn—(7—l +g;l_‘7xn—l7' + e +g;_1xn—1.

h(x)

As before, h = 0 holds if, and only if, f" and 4" are valid. Computing a sharing H of h
from sharings F" and G’ can be accomplished using permutation matrices, as they allow
permuting the coefficients of ':

n—1
"= (V( [1 ﬂi,i_a) ln_aV”) P74 (V] V)G,
i o

=n—

Observe that both matrices, which F'" and G’ are multiplied by, are again constant.

We finally mention that if » > 20 cannot be guaranteed or the overhead is unde-
sirable, yet only one sharing is available, we can combine the higher-order coefficients
of f" and g’ pairwise, e.g., using subtraction. In this case, we consider the polynomial

Z:z—a(fk’ — g% = (s — Gh_)x"" + - + (fi_; — gp_1)x""'. However, we are then
again faced with the problem of coefficients f;, and g;, potentially canceling out each other.
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Conclusion and Outlook

In this thesis, we investigated univariate polynomials over finite fields regarding their
zeros and improved results from [BEF*23] and [ABEO24]. These improvements concern
the probability of an adversary successfully faulting a circuit without being noticed.

In Chapter 3, we considered the zeros of polynomials from several perspectives. We
began by counting the number of polynomials in M, with a zero at one specific posi-
tionv € F of multiplicity s < n. Here, we used the generating-function approach
from [KK90] to derive the desired number. We stated the corresponding random vari-
able Z, ,(n), which gives the multiplicity of the zero v of a polynomial chosen uniformly
at random from M, or P,. The random variable Z, (n) follows the geometric distribu-
tion Geo(1 — q'), truncated at s = n. Thus, Z,(n) has a geometric limit. Furthermore,
we proved that the statistical distance A(Z;(n), Z,) = q "' is negligible in n, and we
derived the expectation and variance of Z,(n). Their asymptotic behavior is implied by
Geo(1 — q'). We proceeded to consider two, then {, positions v with zeros of multi-
plicities s. Again, we established the number of such polynomials. We observed that the
random variable Z; ,(n) is multivariate and comprises the { random variables from the
single-position case, i.e., Zy,(n) = (4, (n),..., 2, (n)). Hence, the expectation and
variance directly follow. Additionally, we considered the more restrictive case where ze-
ros may only occur at positions in v, which allowed us to derive the number of zero-free
polynomials. We advanced to disregard the exact multiplicities s and, henceforth, only re-
quired that { positions, either v or any other, have a combined multiplicity of k = 3" _ s.
As before, we derived the number of favorable polynomials. From this, we inferred the
number of polynomials with k zeros in total. The corresponding random variable Z(n)
follows the negative binomial distribution NBin(q, 1—¢~') truncated atk = n—q+1. The
asymptotic expectation and variance are, hence, directly established. When n and q ap-
proach infinity, polynomials have one zero on average and a variance of the same. Finally,
we disregarded the multiplicities and focused only on the positions v with zeros. Since
a zero occurs if, and only if, its multiplicity is at least 1, we were able to use our previous
results to count all feasible polynomials. The random variable Z*(n) follows the binomial
distribution Bin(q,q ") for all» > ¢ and, hence, has a binomial limit. The mean num-
ber of distinct zeros is 1 (unless n = 0), and its variance depends on q but not n. When
q tends to infinity, the variance converges to 1. In the future, it is worthwhile to further
analyze and simplify the similar alternating sums of the functions Z;, Z, and Z*, such as
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Z::f (1) (—=1)'q~". That way, properties like lower or upper bounds can be derived more
easily. Furthermore, the analysis of zeros can be expanded to multivariate polynomials
or those over more general (finite) rings. We recall that in either case, Fact 1.41 no longer
holds, that is, the number of zeros can exceed a polynomial’s degree. These results can be
used to improve applications that do not (necessarily) work over fields.

In Chapter 4, we first established the exact number of different polynomials p and
p'. Then, we improved the upper bounds in Theorem 4 from [BEF*23] by providing exact
probabilities in case the adversary is either non-adaptive or adaptive. The former proba-
bility is in closed form, whereas the latter contains parts of the unknown PMF of . Thus,
we provided an upper bound that holds unconditionally. Further, we argued that said
upper bound is tight since the adversary can choose p such that the relevant parts of the
PMF add up to 1. Using known inequalities such ast, < sande < n, we presented further
upper bounds in Figure 4.1. Finally, we compared our upper bound with the original one
from [BEF*23] and concluded that ours is at least (¢ — 1) (d + e + 1) > 1times as good.

In Chapter 5, we improved the error detection of the double-sharing framework from
[ABEO24]. Since the original error propagation term, which protects the polynomial fg,
allows an adversary to remain unnoticed when non-linear operations are used, we con-
sidered using different terms. Initially, we used different error terms depending on the
operation the {-function performs. However, this yields a non-unified method since the
error propagation must be adapted to match the {-function. Thus, we considered com-
bining multiple terms by adding them. We found that this protects the sum of the polyno-
mials rather than both polynomials individually. We considered the error terms protect-
ingf +g and fg, whose sum protects f + g+ fg. In that case, we showed that the adversary
still can introduce non-vanishing faults. However, we could neither show nor refute that
there is a single polynomial such that the adversary can only introduce vanishing faults.
Since the higher-order terms of f' and g’ cannot vanish if considered individually, we
adapted the ¢-gadget in [ABEO24] by adding two further sharings, Qf and Q?, besides
Q. Our modified ¢-gadget in Algorithm 5.1, hence, always detects if an adversary intro-
duces faults and returns an (in)valid sharing accordingly. We further considered three
potential alternative methods that provide always-detecting error detection. Firstly, we
privately combined all higher-order coefficients of f* and g’ in one coefficient of a poly-
nomial such that the combination is 0 if, and only if, all higher-order coefficients are O.
The remaining methods aim to truncate all but the higher-order terms of f* and g’ using
either polynomial division or matrix multiplication. The framework from [MF06], which
we intended to use to perform polynomial division, does not work for secret-sharing-
related applications since it allows parties to learn additional shares. Hence, we adapted
the matrix-based approach described in [AL11] and, thereby, established a second work-
ing method that always detects a faulting adversary. Future research should pursue de-
termining more efficient methods for error detection. In that regard, Algorithm 5.1 could
be further improved, e.g., to shed the need to interpolate two polynomials (line 11). More-
over, in Section 5.2, we could neither prove nor refute whether there is a meaningful bi-
variate polynomial without vanishing faults, i.e., non-trivial zeros, for all or some finite
fields. By “meaningful,” we refer to a polynomial corresponding to an operation com-
putable by an ¢-function. Resolving this open question shows whether or not a universal
error term exists that protects all operations.
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